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Abstract: As we have observed in the last two years, machine learning techniques started to gain a
significant importance and the applications based on are increasing every day. Related to information
and network security, machine learning is not new and several advances have been made. The objective
of the paper is to give an open discussion on the applications of machine learning in cryptography.
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1. Introduction

Starting with 1992, Ronald Rivest, one of the founders of RSA, discussed about machine learning
and cryptography in ASIACRYPPT conference from 1991. The similarities and differences presented in
his talk, managed to open new directions and challenges in the research field of cryptography, by
pointing out the impact that machine learning and cryptography will have on the future of applications
and different environments.

Starting the current incursion in field of machine learning and cryptanalysis we will observe that
both fields have so many things in common. One of the most important things that machine learning and
cryptography have in common is represented by the fact that both share the same target. The
cryptanalyst plays an important role, he’s objective being to find the right key which later is used for
decryption. The machine learning goal is to identify the proper solution using a large space of solutions
that can be used.

As we mentioned above, the applications of machine learning techniques started to gain significant
terrain and the attention of researchers is focused on the following directions:

e Cryptanalysis and its applications: launching attacks designed on machine learning, and
providing a correct cryptanalysis for encryption algorithms.

e Cryptography and its applications: designing and implementing cryptosystems that are using
machine learning techniques, and providing classification models for the traffic that is being encrypted.

Related to information and network security, there is a wide range of applications on which the
attention should be focused due to the high risk at which the data are exposed, such as:
Detection of botnets;
Detection of Network Anomalies;
Homorphic Encryption;
Searchable Encryption;
Classification of malicious code.
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2. Cryptography for Machine Learning: Learning with Errors (LWE) Primtive vs. Ring-
Learning with Errors (R-LWE)

LWE represents one of the most interesting mechanism for encrypting a message. The encryption is
performed bit by bit, which can represents an advantage but also a disadvantage due to the hardware
resources. One of the main goals of LWE is to be used as a dedicated elementary and fundamental
guideline for designing new cryptographic algorithms and protocols. A such example is NewHope [8],
which is a post-quantum key algorithm. The goal of NewHope was to offer a protection against different
attacks that are issued using quantum computers and as well as a strong and powerful foundation for the
challenging homomorphic encryption primitive. R-LWE represents a large specter for LWE problem
and it is based on polynomial rings over finite fields. The goal is to use the presumption difficulty for
providing solutions to R-LWE problem as well as if we are using quantum computers. R-LWE is a very
powerful technique and represents a challenging foundation for future public-key cryptography
protocols.

The most important advantage of R-LWE cryptography compared with LWE is based on the key
length (e.g., public key, private key). As we will see later, in R-LWE the cryptographic keys are
generated using the square root of the keys from LWE. To be more precisely, as an example, if we are
using 128 bits for a security level, R-LWE cryptography mechanism will use public keys which will
have 7000 bits length.

According to the research directions, there are three main categories of R-LWE cryptographic
algorithms, such as:

e R-LWE Key Exchange (R-LWE-KE). The idea and research direction has been proposed in
2011 by Jintai Ding at University of Cincinnati. The idea proposed by Ding that is found behind LWE
and R-LWE is based on key exchange mechanism. The basic idea [9] has been built using the
associativity property which characterizes the matrix multiplications. The errors that are get as part of
the computation process in these situations are used to serve and improve the security. In 20212 the
paper has been accepted for publications and the patent called in the same year. Based on Ding's idea,
Chris Peikert introduced in 2014 a key transport scheme [10].

e R-LWE Signature (R-LWE-S). In 2011, Lyubashevsky improved the identification protocol
that has been introduced by Feige, Fiat and Shamir [11]. The improvement has been based on the
process of converting the protocol into digital signature scheme [12]. In 2012, we are facing with
another improved version of the signature protocol, that has been extended by Gunesyu, Lyubashevsky
and Popplemann [13].

e R-LWE Homomorphic Encryption (R-LWE-HE). Homomorphic encryption allows
computations to be performed over subtle data. Starting from the definition of homomaorphic encryption,
there were some improvements done on R-LWE and homomorphic encryption. The main task was to
provide a certain level of security based on the key dependent messages. In 2011, Brakersky and
Vaikuntanathan designed and proposed an encryption scheme using R-LWE, which is fully
homomorphic, and achieving the certain level of security using the key dependent messages [16].

The followings will present a short mathematical background, pointing out the most important
concepts that are necessary for a researcher but as well as for a professional that wants to provide an
implementation within his software applications or complex systems.

3. Practical Implementation

LWE represents one of the most abstract method which can be used within a quantum environment
for cryptography. Once we switch to the practical side of LWE and to implement simple mechanisms
that deals with LWE, it is important to have in mind that we need to create a secret key (sk) and a
random value (randomValue). The following step is quite straightforward, it will be required to declare a
set of values (setOfV alues[]) and to be able to compute p[] = t[] - sk + e. As we will see late, p[] and
the set of values
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(setOfV alues[]) will form the public key.

The first implementation that we will discuss is represented by the encryption

method (known as LWE) provided and defined by Oded Regev in [4]. The main idea of the
encryption method is quite simple, each bit from the message (see the first line from the application in
Figure 1) is encrypted using the scheme of O. Regev from [4].

In Listing 1 we have provided the full implementation source code of the LWE encryption method.
We have provided a similar implementation of the method in [19] and [20], representing an extended
version for some of the practical aspects based on the theoretical mechanism behind LWE and R-LWE.

B D:\Apps C#\Chapter 15 - (Ring)Learning With Errors Cryptography\ LWECase T\LWECase T\bin\Debug| LWECase . exe - o x

Figure 1. Running an LWE implementation in a Machine Learning context

Listing 1.

1 using System;

2 using System.Collections.Generic;

3 using System.Ling;

4 using System.Text;

5 using System.Threading.Tasks;

6

7 namespace Examplel LWEImplementation

8

9 class Program
10 {
11 public static int[] encryption public key = new int[200];
12 public static int[] array of values = new int[]
13 {8, 5 10, 12, 4, 7, 13, 5, 9, 13 };
14 public static int s = 7;
15 public static int e = 14;
16 public static int message = 1;
17 public static int val = 0;
18 public static int addition = 0;
19 public static int remainder = 0;
20
21 static void Main (string[] args)
22 {
23 Random random value = new Random() ;
24 int[] output = new int[200];
25 int h = 0;
26
27 for (int b=0; b<array of values.Length; b++)
28 {
29 encryption public key[h] =
30 array of values[b] * s + e;
31 h++;
32 }
33
34 for (int d=0; d< encryption public key.Length; d++)
35 {
36 output [d] = random value.Next (
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encryption public key[d],
encryption public key.Length / 2);
}

for (int e=0; e<output.Length; e++)
{

addition += outputle];
}

Console.WritelLine ("The message to be send: {0}",
message) ;

Console.WriteLine ("The random values:");
PrintValues (array of values);

Console.WriteLine ("The public key is: ");
PrintValues (encryption public key);

Console.WriteLine ("The selected values are:");
PrintValues (output) ;

//** compute the addition
if (message == 1)
addition += 1;

Console.WriteLine ("The addition is: {0}", addition);

Console.WriteLine ("The encrypted message is: {0}",
addition) ;

//** compute the remainder
remainder = addition % s;

if (remainder % 2 == 0)

Console.WritelLine ("Message received is 0");
else

Console.WritelLine ("Message received is 1");

Console.ReadKey () ;
}

//** dealing with arrays
public static void PrintValues (Object[] arrayOfvalues)
{ foreach (Object i in arrayOfValues)
{ Console.Write ("\t{O0}", 1);
éonsole.WriteLine();

}

//** dealing with arrays
public static void PrintValues (int[] arrayOfValues)
{ foreach (int i in arrayOfValues)
{ Console.Write ("\t{O0}", 1i);
éonsole.WriteLine();
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4. Conclusions

In this work we have discussed to give a practical implementation for Ring-Learning with Errors
Cryptography using C# 8.0 programming language. The purpose of our work is to give a practical
support for professionals and researchers at the same time, combining mathematical notions and
mechanisms from theoretical cryptography with applied cryptography, in a modern and customized
fashion.

The current contribution wish to become a starting-approach and to serve as a pool of challenges
for professionals and not only, where significant contributions for this cryptography primitive can be
brought in a modern way, by combining theory with practice.

At the end of our research, the main goals were achieved properly and the reader is able to find
interesting things from which he will gain the following experiences:

e Assolid and at the same time short mathematical foundations regarding
the main concepts and definitions on which R-LWE relies.

e Identifying and experimenting the challenges of R-LWE mathematical concepts and their
applicability in real life scenarios.

As for future research directions, we have proposed the following topics:

e Providing a cryptanalysis scheme for testing the security;

e Launching chosen-plaintext attack and chosen-ciphertext attack;

e Assuring the portability to quantum computers and quantum cryptography
environments.
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