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HYBRID THREATS PROAC TIVE EXPLORATION IN
MODERN DIGITAL REALI TY

Zlatogor Minchev

Joint Training Simulation & Analysis Center
Institute of ICT, Bulgarian Academy of Sciendesnail: zlatogo@bas.bg

Abstract Modern digital reality progress is establishing a complex evolutionasggss for

the society, strongly influenced mint interactions of technologies, environment and h

man factors. This emerges numerous innovative and future challenges with hybrid nature.
The main idea of the present paper is to outline the identification, analysissaessment

of these new challges into a holistic methodology, illustrated with some recent practical
examples. The achieved results give a possibility for adequate support to human factor su
cessful future challenges meeting in the new information age.

Key words Digital Reality, Hyliid Threats, Proactive Research
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INFORMATION SECURITY : FORECAST FOR THE SUBCONSCIOUS
INFLUENCE THROUGH INSTANT MESSAGING NETWORK

Col dr hab. Tadeusz Szczurek, prof. WAT
Lt dr Marcin G-rnikiewicz

tadeusz.szczurek@wat.gulu.
marcin.gornikiewicz@wat.edu.pl

Abstract: The classically understood of information security focus only on technieal pr
tection of computer resources. Privacy is just one of the function to counter possible
cyberattacks. In order to optimally effectiygrotection against any form of cyber
aggression, it is worth to take to attempt to predict the possible forms of assault within the
so called 1.ﬁcyberspace(‘)

Technological development and interpersonal communication

Leap manifested in a dynamic and almasiversal development of information
technology has led to the emergence of a global information society, where people have
gained the ability to instant exchange of data between each other. The revolution in
communication technologies constantly evolvifigday, this leap applies only to exte
nal devices that enable the transmission and reception of data between users.

Anyone connected to the global network of information exchange automatieally b
comes vulnerable to various attacks. It could be an attackcomputer system or phone
(which is essentially a miniature computer) or directly on the consciousness of the user.
For the purposes of this article the authors proposed a simplified division into three areas
of Internet activity, which are specifidtérs the access to information. For simplicity
these mentioned areas 2hereafter referred t
Connecting to a network gives seemingly free access to information, but the huge
amount of data processed in a fraction of a second makes the selextidhard, and in
fact the fichoiced of information depend o
the "gateways" through which the average user establishes network connectivity. The
second gate is a variety of information portals (media,dylegecialized), where media
policy is more to chain user attention than following the facts. Consequently, the info
mation served by so called fAthe informatic

The last, the third "gate” is a process of exchange datalgibsttveen users, which
in practice also does not guarantee reliability. Firstly, due to the fact that a pesson di
saminates information that fit into his system of values. Thus, the message of users is

M. Radocho@Eski , JenostkRnuprgy wheasieled. Psychol ogi c

kul turowe i edukacyjne asp@®iedzw, s pMSJ 6 Zz B5@s0t0wda, i
184.

2 T. GobanKlas, P. SienkiewiczSpojecze st wo informacyjne: S Zé
wyd. Fundacljeak oPnousntinkpauc jTie,42Kl6.ak - w 1999, pp
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onesided, and obtained information also comes igdapart from the “Internet". The

third gate is the most dangerous for protection user consciousness against that kind of
attack, because usually people trust ot he
isoci al medi a fr i end shatinfoematn flom extema mediar e a
sources. These three gates: search engines, information portals and instant messaging are
sources of information for any users via the Internet. In case of manipulation that types of
intel transfers can be facilitatedfedt and distort the perception of the viewer. This
mechanism has been used in recent years, both by-taled. Islamic State (Daesh), as

well as the separatists of Donetsk and Lugansk, and wider by Russian information wa

fare team$

The authors attgion has been focused on the third of the gates: instant messaging or
thesec al | ed. fi 5 Guoréntly| themm s dliealpa vast knowledge supported by
lots of experimental studies, how to create information in order to gain attention of your
audence, as well as the ability to impact on the consciousness and subconscious of users.
It is worth to familiarize the scientific definitions of sukand consciousness first, and
next to present specific methods of influence.

Consciousness and sub csniousness

Research in the field of cognitive scieRd@specially in neurobiology and psychel
gy) let to understand how human brain is working. It is truly amazing, how evolution
create and make better this astonishing nervous system tissue. Currendly hrain
consists of three basic kind of brains: reptilian brain, the emotional brain and the rational
brain (so called New cerebral cortex, which is also the latest product of evolution). On
the other hand, t he exi st doprenttypes stilpimpaoct i ou s
on the human patterns of thought, behavior and responses to stimuli. In the state of co
scious people perform daily life functions and patterns already functioning in their mind.
In the state of subconscious is drawn and prodessast of the information from the
environment. What is more interesting brain usually operates at the same time capable of
conscious and subconscious (some part of brain is active, and other part transferring
information from external environment). Duristeep, the information gathered during
the day are used for creating, recording and modifying existing p&tterns

Warfare information specialists will create that kind of persuasive messaged; that a
low them to impact on subconscious recipients: toteraad modify their existing pa
terns of thinking, behavior and emotional responses.

% J. DarczewskaAnatomia rosyjskiej wojny informacyjnej, Operacja kskai studium
przypadkywyd. OSW, Warszawa, pp-1%5.

Czarna propaganda Kremla http://niezalezna.pl/3734&arnapropagand&remla,
29.04.2014.

5 Cognitivescience, Stanford Encyclopedia of Philosophy
https://plato.stanford.edu/entries/cognits@ence/, 24.07.2011.

5 According to the evolution process, consciousness state accelerate bety88ezl3ub co-
sciousness 4 to 13 Hz (light:18 Hz and deep 4 to Hz): B. E. Schwarthe advantages of digital
over analog recording techniqueilectroencphalography and Clinical Neurophysiolag¥06(2),
1998, pp. 1181117.
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Subconscious encoding

Human memory works according to a specific set of rules. Instantly men memorize
information that are dynamic, colorful and absurd. Thereforegiagser to remember the
plot of several movies than one, even short scientific badke of the techniques used
to encode the subconscious information are called. "Memes". Usually it is an image with
a brief content which trigger certain emotions: joy, emgadness, fear, surprise,etc
Other methods relate to the creation of persuasive messages is to creation deeply em
tional and suggestive: articles, videos, recordings. All combines the desire to elieit atte
tion from smuggling and specific content.

It can apparently seem that to shut out the influence of the subconscious, it will be
sufficient to simply restrict access to the Internet and begin to independently select i
formation. In practice, particularly among young people it is almost impossibteis
stage, however, although it is theoretically possible. The future may bring manyuspport
nities, but also challenges and even dangers. Mobile devices like corrugated interpersonal
communication may be replaced in the future by impfanfeen this ype of device
could be implanted directly into the human nervous tissue. If we assume that the brain is
a kind of very advanced biological computer and the current scientific work aims to
create more and more advanced systems ofdgionology, such a prpsct is only a
matter of time. People will be vulnerable to attacks: both deforming data and distort the
function of these devices. That kind of cyaetion could be named as: pure -bio
technology attack on a technical level and IT attack on a softwaek TEwe strength of
the attack will depend on the degree of synchronization between human bodwy-and i
planted implants. On the other hand, it may be practically impossible abandonment of
these devices considerably facilitate (and perhaps even signifipaoliynging) life, like
today, it seems almost impossible to function without phone with Internet access. Finally,
the phone may be broken or lost, implant however will always be with men, eren da
aged.

Conclusions

In summary it can be assumed that far thethodology of information warfare du
ing the development of bitechnology will begin a new era. A time when people begin
to deliberately distort the biological structure of their bodies striving for perfection, both
physical and mental. Thus, the afyilto influence will rise to a level that today may
seem pure abstraction, at both levels : the technical (IT), as well as states of @nsciou
ness (encoding). It is, therefore, ask yourself, at what point is exceeded delicate border, in
which human conscisness will lose autonomy in favor of synchronized systems of
collective exchange of information.

"G.A.Dudley,J ak podwoi I sk utwygdeMediont Varsaawazl@o,ip@as s i i
175.

8 B. Hulten, N. Broweus, M. van DijkMarketing sensorycznyPolskie Wydawniato
EkonomiczneWarszawa 2011, p33-47.

9 K. Max, Rahimpour, Sherviny. Slutzky, Marg Edgerton, V. Reggie; Turneh. Dennis,En-
hancing Nervous System Recovery through Neurobiologics, Neural Interface Training, @nd Ne
rorehabilitation Frontiers in Neuroscience. 1584.
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CURRENT TRENDS IN CYBER ATTACKS
Dimitrina L. Polimirova

Abstract This paperis focused on the current trends for cybtaeks. The most popular
forms of attacks are also discussed: cybercrime, Degfigervice attacks and natiestates
attacks. An attention is paid on the vulnerabilities, ransomware, smartphones, cloud security
and Internetof-things aghe most common attks in 2017.

Keywords cybercrime, cyberattacks, vulnerability, ransomware, Inteoi€khings,
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Il Ml oatej dgj dedzslsts ddaf stedzgOydtsdedets Bh jMlsots ol
LdzsdzOd3j toj dedw MsWiskzjte d L dztsdzOd3 tedp@aftsdr defdsQic
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Ldz2Oydlsj dzdets. ¢ dzOdzdL dte©2¢d oj ud HBS dZOHo Odzd s
stedd3di Md udd dO 2017 6. dBsyJid3 HO fojH sdsy
sls M hslsts.

10BJ dzvL o0 Mmidlsd jc fdzwdglerd tto@ of tod dztsy § datfd dzO ¢
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L &zsdzO5j toj edlsj Ok OSC

1dLOoadMmMdBs Bl Ssa O HOdZd ©OLGEdZ]YHOE- CtcO2
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dL sy jdd dO0 tdm¢ (5 sldshjddi d&O JtW stdko:
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9ddzOcd ©COLO9OI oadzdwdedj ol torlkz]j B@MA Pdzdz@ BOM
ZOh jIsts ddW stedsOydtsdzded d Isj mdetsdzse d ydets tsBH j Ml
Cdzt yso disd3j dzls © Isso® HO BI HjBB ftetsOCIsd o ded

S8 Olsts etsostedds L O IsjdHjdeydd o CdsB iHtemMdaeizt
dzdlsj bted §OOdlsi tO:

O fdzso zOSO OLEICO BiyHk L dsdOd) 6] ditsdhbY ispto,
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i LOfrddAsj Ctsdlsts BsEOls HO BI HOL lsftcOs | dz
®Bed % d;
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ZOtedd, Ctdlsts toj OdkzdL dtcOl fttejHdYO ls ftoj Ho
Yyjd&z i BdtcOdzj &0 o jtedlsj dzdz@ ddzd fMj Stej lsdz®
ftod dzOH dzj ¥ O d dzO §wOoadlsj dzfflseo jdad d SO
i & d 20O dz0 § 5L dzOdedv 0O, Ctsdlts Mmj HJ Bsdhls
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9O Ocjdydw ddd SCstficttOlsdedd MstkzClkzto;
i fjyoim®jh ol fj, EOSOtL d fiicOsLdddBsdg dzdzts
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dsfMlsd L O i BdlsdwisO. 1 wetsd s kjLd md-i zOted
LdteOdzi @O dHIWO LO §jyodzs o, dofteddjit o t
Bstefmtseod ddzde®@@daklsddtcisdd tOL ydlsOls dzOO-Bdesc s

H
te
teso Yy HOd fotejHdyd Bls Hij2Msadw,
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LO toj OdzdL dteOdzj Iss d d3. vwiLeaddhisMmMisdlsy dse Ols H
dzsfls, 1OCO d o MW lsmjtdg@o Qlsi o8 qwEd jHhGdis)) iy
90 dOBOY o OdzgjIsts dz0 EwLoddisMmisdlsy J 90Oy dats L
hilsdlsjy Bl tjOddLdttOdd OlOCd.

liftwjsd, ©BOYJ, YU dsotskltdlsdlsjy dEwLodds
Ciz Mj Codi3j dsdicOls 1yl adshipe s, | tordd) dadzdl Gips
Csdlts qLitsdzLoa 0Ol o9 jyj dLo jHisdef BEY L g B Misd t

HegejttfechstcOdhss tlsts ftoj HMisOo dzv 8 O  pte jfcig dedztsls® j

sBh jMisots ddl StegOydsdedzO d gl t6OMstezCskztcO, jo & dz® ys
) dezO O ¢ 5B Odedz® Btej 3 O.
2 7er-day vulnerability

20



4 ©OLodlkdjlsts &0 dsodlsy Ikjndsdscdd hj dzOt
ydeci dz, ki 2 €Okt hj Mj kojdkduOoeO JsE@isv dzO
ydsdzded MmdMmisy dsd. rol dffiagiccal fiddasjofQ diy da@O2vted M
drejfmlsdedlsj EwLoeoddksMmisd.

JilbsHd LO ftejojdydw o IstsLd MmMdzEyo?2 Bj- B tL
dzs HO9 OdzO O MdMmisj BO/ Biej ¥ O d B L BSIsts ff-ds AL O
ttOdz MsWilskzjte. ¢Cts s O dzgj J ol L sy desj dL § 5z
Hislso teOlsW o Odzj dz@DSHPB)YE ARk JsatsO dff W ds @  L(Rrewdlis)ded  fls j
g dzdzets ftej fstel ydlsj dzdats. stedlsduded ddgl sted3Oyd ¢
Ewioddssiisd, 4uste ol fHed C8 ifpdlds & dzOB dz H j dzd j .

. zdWtse O d o toj Hdisgmiziyd d f oG O Bd
ifmlsdd ®hj o fkBddydskts §tshstodhss s
LO WsttBO &0 OkLOCO tls Isdf ©OL§tejHjdj
Ol Ctdk@ ufizalsta Oslafids j dzv d 5 IstsL - dzOydc
Ckzte® O jHAO GtecOddLOydw &ty HO Mt
015 d 2016 csHddO hdWtseOhdlj ots]
v O | otjHdls] &ZMSO §Ed B0, &
L djcsotlsts tOLtjh jdd g . 10 tOLhd!
ZOh Odzj b5 2O Bt Hj dzj 20 Mz dP- (Bl
fescteOBd § HBMSO dzj Md® d My Mo jy
e 2BnElsg ey ddz0 MO dListel ¢ dzOd 5

€. fC

5 3
o N
ﬁgéur_
Lwﬁwmm

TOTO

OC-RURU . 5 6>

TgTrows
I’e)
T =

lsjdzvj dzyddlsy ftjL 2017
Hi dzy Ol H O -0 LHIQdds fjisHedpdiz] teis] s g0 20 Is @sc-
H
q

= O
=
N —
O]
&
Q—
&
EeX
[\

jdeH j dzyd dlsg dled JsWHisgs | %00OIs
hodzgjIss dd3 o f jteimsdzOdzdL e Odz
d BidHE CtEfseOsdeodd MdMmjdd d mdhks,
sted dzO0 OL ftetsMistcOdzj dedj o Cdzs ysa Ols dL §ts
BB % ttls MEfORBO j Mol toL Odz ) twWOL fdetsMistcC
d ftesctcOdi3d, COIsts fmi sBh jddwilsO MO dL ¢
sBh jdzdilsts tBdCdztso jdzs Ml Hi Y O HtedSted
Cdgj dzgls, MCtwdfls ddzd Otrndeo O. gOdHwlIs ¢
60 SBHO dZ20 ftesccOBOKOIs s ONINOds D dzSE §
CoRftetsdzd sdtcOded MOAIsts9 § ;

J Sy dzsOldteOn d ¢ ts ditighzgExdiod Kit]; 2O tod 3§ te

otci Hdlj dzm¢ d tej ¢ zO 3], i (Maishte yJ&vaSgript, ©¢ Is d -
Silverlight).

§= 7 T
L., O FO_FOoaIas _0ooac
0 T @

-~ Q—. -
ﬁq_%m
s}
o8 cs
— e O

IISES
7

E R ]

2. 3. u i30O(Brsatthdads)

4 BB3OlsWsdedIlsj MO SCtO2dets dgj sBRtSHJBBd djdzMmlistelzd
sts sBh jMlsots, ©BRoOhONd HtOoadlsj dzmlse j flzd tE
Bdljdzd. uvtse 0O Jj tjLizdzlsOl s ko jddydes Oh OO
Csdbts M dqLifshkze 6@ dO GOpf &ZOM Oded v, OIsj dzd
BO, Ydlsjdzgf dzO f h O, o WIFiLrSSBY figilsiy MmE 1sd BzlzdzdlzOd3
9 Jdz@OROVW L O ftetso jyHOdz] dzO Isj dzj W sdaded tcOL

21



L&ZOydisimils L O tBh Mokt Mg, H@Go iMigL Adydj
HOdzdzd d MdcktedsmislsO s (LYtd o Odsjlsts O Isj L
| ecdv kO Mjfjd ttdmMCil LOsadmd &k kss O ¢
fslstejBdlsjdz, €Ot Mdazkydlkjd o Cttef tsteOlsdo dzO
CObts i CcofmMEE pdzdzdk®ts o Cttef sStcOlsdo dzO ddzd o
[ MMdeseo dzdlsj tedmMStsej ftod ftsdipOdzilsts dzO IsjLd |
T dosduyoOdzi dzO HOdzdzd o tjLzdzsOl dzOjE OG B (
wZijW¥sdd Is j GlsCteOHdOl ddzd L Ocksjdd-d dzjc
B@Bils MO dzgjL Ohdlsjded, Ctjbts fLotsdo O da

HOdzdzd Is § ;

dzj o sdzdets 6 OL Ctod o Odzj dzO H Odzded, fidzW i o) ON ¢

OlkOCd ol iz dLdzjL dzd ©ls byt @lslsjdj¥

MO BwOCkzoOdd 5 dzj ftcO0 d dzj dz dzOy(d dz;

T Adhdic OPEED®) ¢lsOCkoOhNdwls i BdtOSH Odzdzg

B tcO 20 CtejHdlsded COtlsd) CObt JLftsdL 8 O

Nddedw L O SMIds jjdrgj Cdsc s dzdz@ f sh O, Ctsdlsts dL

" dsdzinC d (SpevarE)z 1O EMistets2 Mise sEE GO d dzfr

MesWkkjtt, Ctjbt fsLosdve O HisMisi §f @-HES H
sts dgOBdzs Hjdedj N"fdsdmSdwils MsW¥lskzjte ddB0
dzd Y dz0 gzt ;

1 Networkspoofingplsésc OplsOC ko O dwis dL ff tsdzLfip IOf ¥ Odzh
Hts R dzals(WiBiddjdGSM). | ftsfmdzjHfmlsead] OL®L Lo ON
Bzdzd COYdqwisO dO Mol toL Odedw €1 5 WOdzh do Ols
LO HO dugej Hed @" f sOISOCd (EPEG)XEi tc W dh d dze

1 dzOBdzt Hjdedj. ¢sOCkoONdwils i h jmMidEes O dz
dLf sdzL 8 © ¥ klsiaf lay i SO disizisdrj ¥ s dzO ;

1 Mol oL Oded M Isj dzj W ts dzdzdIBg)lerwars@izQEfdBELdz 0O Is
Fgwls CwOHj §Otd ks fsbtejdlsjd' B0kt d
dlsts dfotPts MCtedlsts EfMdzEedly L O Ctdikzdd$ Oy
d dzMS( ;

T otejHdlj &ZMYqd (et e @dgd M (FiazCudzipmard) & o dE
vidzjW¥sdd Is j LOOLjdz MifM Ldsdkodkjtej d Mt
CtoOmfgj el dzO0 CtojHdIlsded COtelsd ddzd BOdS 59 d

1 LOHEK Miseo Odzj dzO dBicj Y OlO. | OHtel Mdizg Bz dz
dzO0 Isj dzjtciORdif. W Iss toj L EdzlsOls | daj 91 L sy detsfyls
sl XAd® §tslstcBdlsi dz

= =

2.4. ¢Is0¢ (Cload attheksyO© ¢ O

rdim fsylsd omMji¢d ftsbtejBdlsjd i "tcOdL o O HC
Bddzded Efmlstes2Mmlsoa ® d EmMdzkzed o B EZOYPd 20O Ok
ftosdzj dgv s dzOyd dz©@ dz0 tOBSIsO. R Isi 2 C OBt o dzd
ydq dzts, Mmi ol tedlisy, fojHtsMsOoawhd EmMdzEed o I
Zzd yo. uvvwiLeddtsfisd Mmi h jMmlsekzoaOls dzfj MOBO-L O (!

Bitd kOLd OlOC O tgcHa@RzO doMmifS) hddetsd fiffjte f talg-H Mls O
hdWdydteOdsj dzO H Odzdzd .
22



pwhdw EfHdEe@OOO, COCkts d LO HsMsOo yds O d&O
COO &iyHE Hojlsj fMisteOdd.

uvidkkcdlsj, Mol oL Oded Mmi M) MdektedsmlslsA@-9 58 d
Hdded d NMPJj fJtHi &2y Ol HO Mi ke jddyOeOls d L
Cl Hjbt] HPo M s Odzj dz S s dzlstets dz @O J i@ dzlz & thetkiy s s
mMdektedetsmils hj Mmi Htejol tedzj o JjlsOdzsdz L O o fMdy

2. 5. Rdzsj tcdzjlitermzenf-TdEnds @F)P
Uj BOO L Odz®zgzls P @j § HBlese s OCzOkEZO J d KO
d deé¢sdtsdduyj MS s L dzO-tgfred jOIs Os ifdy RsdplelzOudndyjlsls § to s H
Bdlsjdv, MissSCd LO HI csb©tO2 dZ0 kitltejB O, dzj'
i MlsOoded yoOmlsd, Mmider sted d Hkzecd BBjfid Gl
sfnei oL Odzts Misls ¢ © dzQ@ierEd] Lt dafpQe sHE@iEEdRG.Isj L O otmzd W dzd §
dzj-dg@zj " OIsO 9 terlz RdzZlsjtedzjls d dqEStsdtdhds OO Mo
MO 100 ®BJdzdOtHO Moi oL Odzd EMstes2Mss® d Mo
ftsojuyj Bl 11 btedddsdd HSEOWO HE 2025 d.
I cdazbyiz0 O mMFMBwfiasiisisd® yjlsdd sl-dase dzd
90, Stdkts Mj o¢dz yYyed@dk] POQtcdsd dzO R dzls j tedzj Is
1) Csdikfssted, Mmi e ted, twhklsjted d HB- §SH!
90hd MduyudzO Mol teL OdetsMils Ci d3 Rdzlsj tedzj Is;
2) &3j Hdyddzn¢ O SCADPA tc OlisliplictOsEEdd Os e ddze d ¢
d Htekzed, ®shdseods dLfsd.oOhd xdyudd me
3) MdsOlsWsdzed d IOBdzjIsd, dLYtsdzL 8 OMtef teOL O
LOdetsfls €1 3 Rdzlsj tedzj Is;
4) Mmlstes2Mso O L O MOBEMIstWIsj dzdats f sezL o O dz
ydyudzO Mol toL Odetsfls ) Rdzlsjtedzj Is.
vjdeH jdzyddlsy o tw©OLeadlbdjibkts ftejL Mmdzjbe O dlIs,
tets2Mlso ©, Ctdlsts Mj o9cttOYHOI o JqdWtcOMmMlstckzCIsk
MecteOH], Oolts®ksddd, bkMstts2Mise® L O d2O8 dz5 Hj
Is§ dzdzts sl dzlz 3 ollsgj@i2ddisdjls § ( dfdfs ey l® d s § dzdf ) , des
Biej 3y OO &0 tteOddL Oydwlso ddd o Rdisjtedzjls
ltejL Mjflsjdoted 2016 EHddZO OlOCOMM@A ks Is
dzi LOttOLd Stdifslsted, MBOteW sdd dJdzd IsOdelzj Isd .
odolzfj bz s ted Hiekze MsWikkjte, Mol teL Odz Mmi f)
Mirai 2 slstcj Bd Bcetetsd3j dz B tésRdzdy tellzte rfh - AR ) IsLo G
dZzOB dzt Hj B J udvstsdzL ON dIsO dzj .i Istedeo d OdzdzO® ¢ tets™
| Bdzv SO yOfmls s fesdL o HJ ddisly Oled sdid fnG& o @&
lsj tdzdis " OO, ftdlsjy 000l EwLodkshmsd, Stdbt
[dzj Slsteduj MSd bdded Stekzh¢d dz0 ftsylsd ofmjCd {1
Slsdatsh jdadj O MdcktedtshmssO d kj MO ©OL Y Sy
tejyde®@ dL yoCoeOdzj HO BIi HOI dLftsdzL 90dzj L O f 51
[ OohoBdlsy dO dL f tsHirabiPalzdye tddsjdiplzdic fif IO i 3 Odz
jHddzMlse j ZOO tsfMi h jMise j dzO® B sl OE@®C OO 70
CHddO s IsLd $Oddsi tc.

23



108/ dY[1RY

[@dzdL Oyddlsy d SwO2ddlj §tbtejrdljdd twe
Ci o5 fotsdj dz"h OO M) ©BSHKI 00 0ONO MiejHmMss O
LO ftejojdydy d LONdLO 20 kMt fhlse O - ¢ &Y
Hj dzdz® yOfls ©ls joyQj Hdij ofdeisis desdf. HUGOs B Hj o Odzd
2017 ¢. hoGHdhNB&EfHddeds JtjL JLBJZ0dPs0 ¢
i dzdzts ftsodh Oo Odzj dz@ dzdotslsts dz0 Mdzisy desfls  da
cOdzhlse Bilsts.

Fdzjfp] HO L OMNdIsdds d dzif s to (50 yistettapis Wz COlSHmErazddR ¢
OO L OHOYO. 1%"Esd LdsdOdk) ] dd @dyo &sa
dLdzj i fsyjmdls) HSCOls dzj BIi Hj § dzOljdz &
8CEMdeols EmMddkdwkO Md o LONdEO O kjOd ]
EdS ydsddteOdj ks &0 steOddL Oydw s o
1 Oy des Mow2Mlsets fted LONGIKO j HO Bl Hjd Cisl
dMlstedcOdz ddzydhHjdss §t Glsdesh jdzdj dgd® C tsdst
Is .

SE=E=EW O

e
dzts i
[ dlsj €Ok O

1. McAfee Labs, Threats Report, December 2016 (httpswW.mcafee.com/au/
resources/reportsiguarterlythreatsdec2016.pdf)

2. Griffiths Peter, "World faces ‘"cyber cold war" threat", Reuters,
http://ca.news.yahoo.com/s/reuters/071129/tecnology/tech_britain_internet_col

3. https://blog.malwarebytes.com/thtesnalysis/2016/12/securip-2017
ransomwarewill -remairrking/

4. SmartPhones: Information security risks, opportunities and recommendfations
users, ENISA, December 2010

24
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Abstract The need for using sensor systems and networks for intrabuilding situational
awareness in urban military operations demands strict requirements for theirs security and
reliability. The report defines concepts related to security in accordance with puapdse
functions of the sensor system.

Keywords urban operations, situational awareness, mobile sensor system, sensor network,
security requirements

Introduction

Project SPIDER lfiside Building Awareness and Navigation for Urban Wajfare
aims to develo@n innovative system to support urban warfare operations by providing
improved situational awareness inside buildings.

The goal is to provide soldiers with an indoor map and information about the location
of opposite forces. This system takes advantdga sensor network located at both
exterior and interior building areas. The proposed system is composed by two distinct
sensor subsystems: a static outdoor subsystem and a mobile indoor subsystem. The
outdoor subsystem is a network of radiofrequency ssrtkat aims to recognize humans
inside the building. Each sensor node is able to communicate with other nodes, forming a
network of sensors around the building in study. The indoor sensor subsystem is based
on mobile robots capable of sensing the intesiothe building using video camera and
rangefinding sensors such as depth sensors. These robots are controlled by operators
through a secure communication system. A separate station receives all information
obtained by both outdoor and indoor sensorsreconstruct an indoor map of the
building. By visualizing the indoor map, the soldiers have a crucial awareness enabling
them to safely navigate inside the building. The system is designed to be highly robust to
endure operation in hostile environments.

SPIDER consortium consists following partners:

f TEKEVER ASDS, Portugal

1 ARALIA SYSTEMS, United Kingdom

T TELECOMUNI CA¢i ES AVEI RO, Portugal

f BULGARIAN DEFENCE INSTITUTE, Bulgaria.

The projectwill achieve its aim tosupport operations in urban environment
implementing the following tasks
Realtime mapping of the building interior
Detection and location of human presence inside the building
Combine information from both indoors and outdoors sensors
Improve the accuracy of the resulting data using data fusion
Reattime communication of the information to the relevant forces
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9 Security of theproposed solution.

SPIDER consortium haglentified the following main groupshat maytake a-
vantage of the project outputs:

1 Policymakers (European Defence Agency, MinistryDdfence of the partner
countries)
Army units of partner nations, responsible for urban warfare operations
Research institutions in areas, relevant to SPIDER project domain
Industrial organization
Educational and training military institutions
Related prigcts& initiatives.

=A =4 =4 =8 =4

SPIDER system requirements

Urban operationspan the entire range of possibbece applicationsd.
The availability of the main part of cri
a big problem dr the plannersof urban operationDetailed information is usually
required when planning and conducting operations in-bpilareas and especially on
individual buildings. The design and construction of buildings within a particular urban
area are inflanced by numerous factors that include climate, materials available,
function, and cultural development of the region.
Requirements for situational awareness in support of the operations described in the
SPIDERscenariosire
f The minimum information thahas to be acquired for supporting successful
mission execution is:
- Define the building parameter@$ocation, type, number of stories, date of
construction, type of building construction, ownership, occupants, etc.)
- Locate people inside and outside thlding
- Detect motion
- Detect presence of weapons
 Other operational needs for the systems providing the mission support
information include:
- Deployment of the required number of sensors (fixed and mobile) in the
specified are& under or 30 minutes
- Time taken to collect and deliver required initial information to be at most 5
minutes.Initial information is understood to comprise first mapping information of
the inside othe building.
- Capability to gather and provide the above informationuimmeary form and
with appropriate formatting.
- Providing users with the relevant information through a graphical interface as a
minimum.
- Running time of sensors to be greater than the time needed to gather
information (i.e.at least more than 5 minutes).
- Selection of operating frequency, bandwidth and signal power has to ensure
systenperformance in both the outdoor and indoor areas.
- Minimization of interference between selected operating frequency and other
communications in the area.
- Minimi zationof susceptibility of chosen operating frequency to jamming.
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Security Requirementsof the SPIDER system

Security requirements of the SPIDER system inclutlefining a set of security
requirements for the system, i.e., how information should be exchandestaed in a
secure way and how management of the elements should be executed in a safe and secure
way also.

The different aspects are defended in respect to the following requirementsuto comm
nication and information part of SPIDER system:

1 Secuty (syseem and data are secure)
Peformance (quick access to data)
Cost (cost of the system)
Universality (can be depéd in different environments)
Reliability (high availability of the system)
Ease of use (does not require technical knowledge).

The main requiements and functions related to the Information security system
defined on SPIDER project are:

1 Specification of requirements and solutions for secure information transfer, storage
and destruction.

= =4 =4 -8 =9

1 Definition of procedures and monitoring of access to eoifilinformation.

1 Definition of the aspects of the information security and information protection.

1 Definition of the architectural framework of the security system.

1T Selection of the architectural approac!|

M Definitiono f met hods and means for end wusers
storage facilities®6 protection.

1 Transparency for the users during the work with the elements of the system.

This preliminary list of objectives is not structured and is not systemgtjwadsei
ed. In this section we approach the security requirements from the global perspective of a
system that may become a defence forces tool and under the light of relevant ladvs, stan
ards and best current practices.

Therefore, wewill try to define gaeral security requirements that rely on the set of
security aspects identified by ISO/IEC 27000 and ITU X.800 families of security-stan
ards.
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8 Security dimensions

X205_F2

Figure 1.ITU-T X.805: Security Architecture for Systems Progdimdto-End
Communication§l]

In particubr ITU-T recommendation X.808l] (Figurel) defines a reference seeur
ty architecture for systems providing ettdend secure communications, and introduces
different securitydimensionf a commuication system. Thestimensiongan serve to
structure general security requirements of a distributed Defence forces Information sy
tem:

Access Control (Authorization)
Authentication
Non-Reputation

Data Confidentiality
Communicatiorsecurity

Data Integty

Efficiency

Reliability

Availability

Privacy.

Each SPIDER componemust have buiin mechanismg address the requirements
established for each one of the eight dimensions, and on all the planes through which
interaction with them is possible: Bhd-User, b) Control/Signallingand c)Management
planes. Let us review general requirements for each dimefidn5] and define SP
DER specific security requirements.

Access contro{Authorization

The ability to control the level of access that individuals or entities have, to beth ne
work and information systems must be properly defined by system managers. This
strongly depends on the types of users tiedence forcedefine, the respective access
capabilities for each user group, and the confidentiality levels established for each piece
of information.

There must be appropriate mechanism to enforce such access control (e.g. firewalls,
file systems permissions, secuog-in) including physical control of access to drones

=8 =8 =8 =4 A8 -8 -8
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(UAV, UGV), and terminals. Furthermore the system must have a mechanism to fully
trace and record the actions and the information accessed by each user at all times.

Each SPIDER component must havdtbin access control mechanisms in all drones
and collecting information system elements through which interaction with thens-is po
sible (namely endiser, control and management drones, according to X.805).

A single authorization check can grant accesalltthe functionalities of an apphe
tion or system (i.e. login). However access control has a broader definition and can be
applied before accessing to each resource of a system. In particular, a good mechanism to
avoid cases of abuse of authority isctearly define what the usage limits of an apglic
tion are.

Authentication

Authentication must guarantee that the system being accessed is the intended one and
that the user is who claims to be. The authentication mechanism in SPIDER systems
should combie the use of a solid statd-the-art Identity Management System (IdMS),
including Public Key Infrastructure (PKI), Smart Cards to securely store private keys.
However these technologies may be too expensive in order to be employed by every
SPIDER elemenand may hinder the interoperation between different systems. For this
reason Federated ID mechanisms that centralize authentication for multiple systems may
become very useful in this context.

Therefore SPIDER components must be prepared to work in gesofyldMS enix
ronment and the whole SPIDER platform must be supported by an IdMS. Moreover, the
federation of IdMSs in SPIDER may be useful in order to support cooperative iavestig
tion.

Non-Repudiation

Due to the potential legal value of the digitalalatanaged by SPIDER tools, the ¢
pability to prevent system users from denying that data files were accessed, altered or
deleted, might be useful for specific SPIDER subsystems to enable-béghlye logging
and auditing processes.

Nevertheless, most difie tools and use cases developed in SPIDER are not oriented
to obtaining legal evidences by themselves, but to support an investigation with hints or
automatic alarms. Therefore, this dimension does not translate into a compulsory general
requirement foSPIDER, but only for specific subsystems that may be employed to store
evidences in electroniormat.

Data Confidentiality

The protection of information from unauthorized disclosure shall be made Bt a) r
stricting perusergroup access to every typeioformation dealt with, b) by encrypting
the information at least on transmission and possibly on storage, and c) establishing
control mechanisms to the methods by which the information can be disclosed outside
the group, supported by neapudiation liality or watermarking techniques. This latter
objective is the most complex to implement in practice since the ways of disclosing
information are many. a) and b) should be compulsory requirements in SPIDER, and
some type of disclosure control is desiralylet out of the scope of SPIDER, since it
must be a buitn feature of the defence forces information systems.

A standard classification of confidential levels (sorted from highest to lowest one)
that could be also employed for future SPIDER informatimtesns is:

1. Unclassified

2.  Restricted
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3. Confidential

4.  Secret

5. Top Secret

However it is worth noting that no classified information will be gathered, stored or
processed during the duration of the SPIDER project itself. These confidentiality levels
are provided jat as a reference inside the framework of defence forces information
services.

Communication Security

To ensure that communication only flows from a source to the intended destination,
all communication must be made with secure tunnels using standardnisesh for this
purpose, always employing encrypted sessions (e.g. TLS/SSL, ssh). Security should be
further reinforced with Virtual Private Network (VPN) technology, such us IPSec tu
nels, where appropriate (e.g. between physically secure routers améPas® or when
employing any kind of wireless link (e.g. WiFi, WiMAX, GSM/GPSR, UMTS).

In order to avoid maim-themiddle attacks, the aforementioned technologies must
support and employ mutual authentication by means of certificates-ehared keys.

Data Integrity

The ability to protect data from unauthorized, uncontrolled, or accidental alteration
during storage or transmission is another essential feature that must be tudt ce-
fence forces information system. SPIDER should use checksum ahdietions as
well as digital signatures wherever possible to guarantee the consistency of data in
transmission and for continuous intrusion detection into file systems.

In order to guarantee the chain of custody, all SPIDER systems that may gather or
store electronic information must implement mechanisms to guarantee that this data has
not been altered by any system user or any other third party. In the case of processed
information to be employed as evidence, both raw data and processed information must
be protected from tampering.

Efficiency

Efficiency is one of the requirements which are connected with security. It is defined
as a relationship between the results achieved and how well the resources have been
used. It means that the aim to be achiewethk secure system also depends on the kind
and quality of used methods and services. During the design process of the SPIDER
subsystems (security solutions and requirements directly connected with security) this
requirements should be taken into account.

Reliability
Reliability is defined as the ability of a system to perform its functions for a period of
time. The reliability -logfvelhoe rseygsutierme nmesn tosn.e

consist of a few different requirements (i.e. availapidihd communication security). It
is a good point to start a design process and it can be a source of another, more specific
requirements. This is obvious that this requirement connected with security should be
met by the SPIDER subsystems.

Availability

The development of protection or bask mechanisms for network/software/ drar
ware is also a desirable property of any IT system, as well as to defend from Denial of
Service (DoS) attacks. This falls out of the scope of the SPIDER work plan, bi# prov
sions @an be made in all the deliverables that describe implementations on hovbthe su
system can be protected to increase its availability.
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Privacy

Privacy may be defined as an entixybés al
tent personal information abouti$ communicated to others. In order to support privacy
it is important to understand what #Aperso
that personal information can be controlled and processed.

During the duration of the SPIDER research projextpersonal data will bene
ployed for the development and test of the systems and tools, unless strictly necessary
(i.e. CCTV footage). In this case all people involved in those tests must fill a form to give
their informed consent. Even in these caskqesisonal data filed in the systems will be
fictitious or at least anonymised.
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CYBER SECURITY ANALYSIS FOR INTERNET OF MILITARY THINGS

MODELS

Dobrin M. Mahlyanov
Nikolay T. Stoyanov

Abstract: 10T is expanding in different areas in our life. loMT is an almost brand new
branch of loT. Current paper describes in brief main models for loMT realization, based on
sites for information processing.lsh, a simple analysis, focused on cyber security for
different models is depicted.

Keywords Model s for | oMT, Cyber Security in |1ofT
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Abstract Each type of control has its own applicable field and its own even comparative a
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AUTHORITIES AND PRAC TICED CONTROL TECHNI QUES

Hristo ¢. Hri stov

Abstract The main function of authorities fgsnsible for control is to cooperate in acder

ance with positive process of state management or in other words to create environment
frustrating and preventing from negative events (harms) happening as well as the relevant
reasons in the country.

Keywords: sector of security, National Audit Office, financial inspection, NationabRee
Agency, Customs Agency
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10 tOLdJSO ls W ddodhstse OO, HOdZ YydzBls O tgj-
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fiedritsHdlky d ©OLAsHdI] d BftcjHjdiddY oiL
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sls sBhdwls dd3 sBjCls.
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dzd y 0O, COts dd3 sMdekztewo O dzj sBRtSHJ BOISO
Hi dy j degdwsO dds, Mdckipee D dusdsy j qoisf ©tizfls &
&2 yded d Htkzed HJCdZOLOYdd, M Hi ey O EC O

d Hekzed HtsCEBjdklsd, C(sdlsts mMi dqLdmte Ols d

BdzdSkoO d o Rdzsjtedzjls 2O MisteOdzd yOkO dzO® O
-EMmMlsOdetso wyd] Ifjz Baladj 3O dzdw L © HOdZ yd d L OH
odzsMCd 5 SMdeso Odedj d 5 teOL d3j ts;

-sBJjLYjy©0e 0 d fteddzHndlsj dzdets i s dtc® § k28 dzd
-l Bdte® HBBtetso sdzdzdlsy f dzOh Odzedw dzO f kB dzd yd
EmMsOdtsow o O OH &Bd dzddfipis todd Is 6 dizd ¢ CzO® Hz 63 Pdiaf f Is to ¢
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dzdw fts5 HOdd Yydedlsy L OSCsded, COSCkts d 5 L OCTHs
sMdcktedls ddd o dshSd;

-cOL Az Y HO Y OdzBd Mtejhz dLHOHJdd tsls dgj 2 da
LO dLHOoOdzj dzO OCIto,j, EENABLE] d IS tey ji A lsio jd2vi
Stec Odzed ddzd Mz dlsj dzd ;

-otHd Bjcdflsi 6 &O &dyOkO, {§H /oM hydEsdzO
shdektedlsj dzded™ sy MzOdzj dz CtsHj S, dagyolko,
h § dzd § Mi LHO O d Y BHHI tey O B@L EHMIiHQjdigxo WLoGD dz
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0O ddL O ftedisHdl] d fedRtH®OSO §©0OCIs(d

-EfMsOdetsow o O d fMmi Bdte® tftejHjdjdd fMmi i L OCT

-ftoj ol ® O HI 6y O OISO 9 ftotsdLotsHMisotslsts ¢
CseOkts HIi e} 0o 0OLO j StejHdltste 9 kB dzdaydd ddz
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dL sfMisOoe j dzd o §Gs drf @iz "dgOMIsio Az O 9 Ols
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i s, d ftedL dzOsdL ffi ddzpaiaf y OF dt JPEB dzd C © 1| dza
-sfi hjMmlsewe® d Htekzed Hj2dsMmisd, ol L dztsy J dzd
dlsdzed uy B)ddsitetsdz. ¢ jdaydwy Al dlsdzedydo
d unfr]CdJ dZHH e Sk dzsfls tsls Hj2MseadwIisO dgC
j BOded M yd &z sMdce kztew 9 OEA s dgtf OO ls O s g5t
LisejHBd, ftoddasyddkdd L0 MissCdlsi i
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-fted ZOG O, o wOBSdI] dzO MotwisO St jlsj dals
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-sfMmi hjMmlsewe Ol ddlsdzdyj M s tOLEZL dzOo Odzj L O
o 0dzzIsdzd Isj dzQtelzh j ded W ;
-stecOdzedL qteOls M " jMiseaweOls HJ2dshissO L
dzj L OC tsdzdzd v St OW d S dz0 dz@tinstislsld ydzd o4 h jflse O ¢
-sfi " jilsowo Ol s Odkkzlsjds Ctsdzlstetsdz o toOMES d s j
ff jIsj dzls dztsfyls ;

-JLHO9 Ol tjhjddw LO fteddkOcOdz sts d&zO d3qlsdzq

sfi h jmMlseweOls Hj2dtsfls fts5 kEMisOdese W o@dzj dzO
ZzOG 0dzj dz0 OH BJaedUmEdfeQls o dzad dzO0 ¢

-2yOmlse Ols fted i h jimond @azpls fz@dz® { § oDz iy ldz
stecOdzdlsy dzO [ ddzd Misj te mestelisds st teaP o fiy detisg] d s G j d
1 0Cdz0 O] tIfleAmsiss dzO@ od sy Bizd Bied EPBdEBJ 1 | to
yqw " Oyd s donsizo fifed zicigrzis o  ©®E @ dz f ® A 5P O da
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-fted Z0c Ol BiteSd LO ctOddyl dz Ssdlstets@ L O L
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t OHBMd&zOs 1,s ORBWdX o R dzdj o
CYBERSECURITY "IMMENSE" INFORMATION SPACE.

RadoslavB. Ghalakov, Kaloyan A. lliev

A ldzOh jHsdse d s®udzitalj f i@ g | o d ¢ kg dats fls Is
L O iy @dBtEs te QA4S | r dzts dzts dipfey dadifls @ fy W &8 iPds dzO )
B jLLdzO | j Qe B SI96iY | tc GARQ[ L dgfj dtff®s dzf Is  © B O,
wils @ozfj H J oIy ot fEldeO y H O dzd dz. ©

[ tgBd ®L {1 dzdzdfldejj dajindedz@degledz

Abstract: Problems related to information security and successfully coungtéackers,

cyber threats, cyber terrorism and cyber warfare have long been accepted as one of the
greatest challenges of the modern informasaciety, the demand for successfulidec
sions and actions in the field of cybersecurity, already exceed the limits of a single sc
ence or state and require complex interdisciplinary approach involving all stakehol
ers. Cybersecurity is a key element ofrthéonal security state. The high degree of use

of social networks, which can be viewed as a channel for possible infiltratio- espi
nage and terrorism, is also part of the threats facing it.

Keywords: Hacker - Someone who violates computer securitynfialicious reasons,
kudos or pesonal gain.

cybersecurity- The activity or process, ability or capability, or state wherebyrinfo
mation and communications systems and the information contained therein aré-protec
ed from and/or defended against damage, timarized use or modification, or explo
tation.

cyberspace- The interdependent network of information technology infrastructures,
that includes the Internet, telecommunications networks, computer systems, add embe
ded processors and controllers.

rdeojjds o ddat sted3sOydsdedzs tsBh jMseats. wOLd W
s fjd, U dej MmJjJj lstés(jindoe@3] dzj Dozdfiv@ tsiQoitlfCn i HO
MisOo O BjLYBCdI] dzdzs BOdZ €, IS OCIstd- f sd
¥ stedgOydw odstapidglsds wed) 6z 1f sSHictsB dags s ©EAO i s c2®
ddzd dzOffJ dzdets dzj f sL dzOIsd dzd yO.

[ sCOLo 0O M ol teHjdedjIsts, yYyd dJqde¥ stedzsOydwIsO
Hi to) O dafiagdzd H O

ltodztslss tOLodlsdy dzO@ ddeW stedzOydsdedzd laj- Isj = d
00dzj ss d fgish td@dzoamM@RJOC T o ttsH ddz¥ stedddlbdw o
fesmMistcOdzgmiseo slsts. [ fdetse j dz §f totsB dzj d3 tHEzP s @j 2 dzts|
mMdcektedetsMls (SdBjtemMdecktedsmls) skt iflOCfedsgisyd H
BsHIW JydeOdz ddzd kddh sy 0o Odzj .
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Isoajyjesisd®d Mdzju Mi LHOo Odgjlsts dzO Rdzls j todzj
dzsfls, fted SCowists fl Jqdzl StedBBOYdWISO HO dzf - di3tsy §
ots. RLdAzj ZOHO9 O s Gz d3 Bles?2 ~RBKO dazl HO uvzPV
MO ftesists §sdzL ol®Isjdzff, " €sd el @ O Md3js¢d
HO9 Ols dsd3j 6O dzAds Ofcj Hzd B WOKB" lgd dzf OBBsSy §j HO d
dzj lt"B9 O HO COL9Od] Autss O dWd&kO HO M4 Mk
yj dzv o Oy CdzE JGEH) Mis!

vy BOO L O SlE8Q tedyEpztcaB MBI H] B ¢ a@MN O, O
s oL jlkO I ykyH JLd¢, dts ol ftsgflefj ssod® GO
sL &zZO0y®e Ol Isj L O dzOfy.

tOLh dtew o Odzj sts dz0 CdBjtf esMistcOdfizOBEs L B L
Cozdd COyddlsjd ©6OLEBRIYHAOCMISE | dzj ¢ Isdgs dzdz©
felsi tededlsy Btej yd, 9 Cwwilsts fy dLol teh a®ls onl
¥ stedBOymd v AzOBtstc tBBEzHoOdzj M fosecwORdElz]
Mi LHO9 Ol dztso O tsB dZOMIs L O OBOCO Bl MistcOdzO dal

Kjdz gadj € Ol OSSOy ddsEOp , H OB slsteOdzj 5d dzd W
NddeddzddsdzOyi s | Htwedutsede Odzgj dzO Mmj dde-dlIsd e d
WstedZsOydwY. AdrduimMéislts kddhttyjddy 4 tiLkdls
ftod SoWbts f yjdd ol LHQY2iNtE g dzpaEuRizd dE@ fHsQ di
(SCADA- system control and data acqui sijtion)
Mils dzO0 EZ§ftOodzjdedj dzO ddzH zZMmisted OdzdzdIsj d d dzW t

sfstejH oW Mt HisSClstste dzO dzOEZS dIsd dr o 6 4 dac
SROzdOBAEdL 5 SCtshifelsi tdd osdtkzmMtdasedwy { td
2Ok CAllsfjw C O L Of ZOR O o ddzsjtedzgjls IstewBo O HO fi
tcj@Bdd OHJSCoOlsdeso.

sO¢ hji My f¢Ysykemlse Olsj, O0¢ts Mmj MmMiBEHdIS]
afmMduSdisglzd o g 0Odzadegy MO GISCtOHRZOKI? wyj dddvis
dzdIlsj cetHddd ddaW stedZ3Oydwy L O BJdzdsdd RO B,

BdL dzj fr]Jls By ddhjdz sls dBBddzdOteHd HBZOWI- L OtcC
dzts s Is 9 d-ozBy e Slsj o BEC G O.

14tﬁtﬁlfndZOlsts imMCoddeoh dwls ¢dBjteiedmS Od f to]
yddlsy o MmMojbktejd OMYjCls dOdzOG OIls dzgj sB-m BH J
hOo0Odsy d cOwOdaAsdtcOdsj d20 S dBjtMdektcdtsiislsO ¢

| cdseOdzj dz § &zOdz, ® 80% tls ¢ OC dgGAsydldj; fHa L
ki fil j fodkzyjd s RO0Cjtdls] ytjL@zijd Pdco
DdoSfi SwOh jdzdjlsts dqHo O tsls Di stri badzse tbj Byg dziz®|
0k0C 0 &l cdvdg OBEOL ] nls daBdRadmsSojmaare K Kit
(Wqhd@meopls ¢sqTEHEFS ed o] ] Hj CERYBIBES
LOf ZORd O] CsAAU®, ki 2 COkts Isj BscOdss HO
& N jld @HlsQlQgmdse d.

sedflssdstjtdls) &BscOls HO dLftd. o ObfiseOL dd
yd QfdzdeBte g 3 d, dj2dzd, d3j dderyi o, f sHSkBC jetzj dz
j ftedCtedls GOkt d"COCi o HEBkE ¥0O2d ds M oo
sojlsj, d HsMmi § Hs kWA dj Bsyj H@EHYO § &d
sls DO0Cjtedls) fd®.rsEQdd Shoji sco O &els-j HO
tOdz" 90 MiejH CtdsOSIkdljdwsted BjL HO dBOk]

56



Adhddze OBOCOIO j JHC
tOL YydlsO d0 ftetsBdes o Yo jhCislsts f tso jjazdzd j ,
dzj oW tedzO Jdagit stedsOYdY. Adh ddze Ol OS OlsAlY § Gdzfyi M |
dzO HdBjsdzj dets i Hi toy Oded i d ezgfj fifsitsy th@Qh Gayj. O dedts ad@s Cdz!
GOCOE ) Mmj dLtd o0l tOL dd ydad Ielicsldectaf Coginy of

& sl &jlssHdls] d&O Mt
5 _
h

vsLd dRj2dedisyyOHp ginpj &3 Oolsj daisdyj dz, dats dzj
HO od IIISHSJHJ HO CdzdCdzjlsj oi ternlkz dzddaf- Ci o
COYyjdz WO2dz MiMm LOLOL jdts fpi HI 6y Odedj, ddzd H
HOdzadzed . Y jMmists Mmj Mtcj MY oL teisd)ifseminz® i .Q toH(

DDoS OLOSdlk)y fttjHMmMlsOs dzw o Ols dOMtsyo Odzgj dzO
ZO  jtlse

OO, f S22kt Mmitwei tedlsy 2 dzaj BB Ok
Hd 2desmislsO 2.

I fMdeseo dz0 yjdz 9 MW jteOlO dzO ¢ djsjfdshpddez tard@s fdsil
sisCtedlsd, dzOBdzs HO9 Odzed " dzOf tej H ZOdzd L ffis-t52 yd o
desmisd C Olsts Motsjotej diflebips yg dgsmj tj O dcO yj dz

v jrils 9 ftHEIss9aC OISO d o tjOcdteQdz sts ¢
LEdzlsOls ils dL ¢ dzs udls jOdafty 1O Hyj deadts®@iiiciy thiftcis W dicfi d
Ci 5 dzOMmissw h OO ¢ Azl dz MiddszIOma [V dz o O fig izlsBIs .

sObts ftsdsydlsj dzdzO Mo jlsso dzO Isj dzH j dzydVw dBsy
Wdtedd, ®tttcOddLOoydd d HI t) Ooded ddaMmisdsizydd
®teixd J . Mdmikjsdsts HO Mj fejHfOLWIs -3 jHC
si fdad RrOCjtemMCd OLOSCd. 1t btstd dOydde-lsj c¢O
MdektedzsMmls, des d bkOLd dz© oMmdyuscd Mmojeaff, f Gclsd
ydwists ddaV sted3Oydw ayfgididdsts fi) lsz0 thte Bovvsl® wHQ 2 detsfiyls

vOLd IsjdzHj dzydw Mmj dzOBdzt HOO O dzOff sfMEzj Hi €,
tets2 dzd BON Bdedf E®EJacd o yYywdz fewls, Htse jdzd H
d WddzOdelmd. 2zJ od HOBZ MOBs dvCtsdzSts §teddj to
¢ 5 disHsdzO Q@i jdisjddzO® - OC jtemMC O OLOCO sy j HO dzOdzj

ltejL WjoeottkOttd 2016 6. BJNJ] ~OS&OGHE®BIRN gl
951 gdzdz. H s zOtSAVI T LBtetfj ttOHsdPo 2a [ flo jdz BEtetsC
fsdzeydrer© HtsMmisi f d HB yYko M® osfGdedatpdd tflsfld & tc d30

Il dZ20yodztslsts dzO0 dtsj koted Mi OO cohiisg dg@lsp j M |
zO0 BtdlsOdMt OO Tesco Bank, fted CtsjoBOs BW R
dzj 2 dzd € czd j@AQ . MBIsls P BW RO dL ol toh jmaf, tode® dzdh
sso O fggjyCis,o L O slsts C1 dF yJtelsodlsy dhEsyJdg HO |
Cdzdjdelsd, Stsdlts MO Mi fHHOd] dO WO @dz d d
yidzd 24 yoOfmo ky Ik kwidkOksO BOdS O.

1 0MEstes Bjhj OlOSCEZoaOdz d Adul tFrieMmdFi nde
si s HOdzdzd Isj dz20 400 B3 dzd sdz@ 4 silstej B dldsdj. dzd ,

l ©6OdBC¢dlsy dO Szt etsHddO ks 0O | oltstedwlis |
Yahoo ftedLdzO L O BIsCtcOH dzOIs djB ofide jydtzf]f +EOPzdzd 2 Qfz
(60 MO B g GzdidrsQECZOEJOZE0zIs 0. v O MY ¢ 52 d
ZO&HON OB dzOIsO R OC jtemMC O Ols O U todzOfyEfiydsjoH dgd Isfiji He
d d3j dzO0, d 3 2 jilaf W sflOaftsdab B3O, sy Hjdd HOLC,
d BOdStsad Mmdj ¢ d. v sy jfdadfdtaf@iSsig odz0s RyCash@dadzts St
B 34 dzlEs difgO"Cy HEMISO o dMmMBS ts.
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Isj dzn j dzydor Oe Odzjf selz@ CdBjtemMdcktcdatsmislsO. 1 0N sls
OOSkoOdzdlsj Wdtdd, Is sty fi®tss dio dLataDiy d ispumy st
slLolkz¢, ©ls (2t lswO2dts MsOHO d dd&3dTHYI Is5
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"INTERNET" - NECESSITY AND THREAT

Kaloyan A. lliev, Radoslav B. Chalakov

Abstract: In today's dpamic and full of risks world security issues come to the fore. Many
aspects of security, the security of the Internet is only one of them andunafely, often
overlooked issue, although our lives are increasingly linked to the virtual space. We are
constantly oAine, such as via the Internet looking for informationmoaunicate, we carry

out financial and other operations, etc. But to what extent are familiar with the risks that
threaten us and we have built a culture of behavior on the Internetésiaus matter. o-
fortunately, more and more people fall victim to various risks that lie lurking on the Internet.

Keywords: security issues, virtual space, informatjdmternet
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Csdlts Mj wOLoado Ol o IOLd tBd&OMIs d M¥-j yd¥Wwd
&ZOls. ¢S yjdsdtcO® fmj oi ik twsdvlkO, Cswists Eyd
dzOo Gdzjdls® HJjyoO d v deshd f ol ftesMmdlsjy L O Mdack
M jydOdj d MO2k M fLoSkdudd Mi ojlsd L®- SEEO
Mdkjlsd, Stdkts ©OBskwl ) &kOH] fSEO

I 1 jteROddY WddsttdteOdjlsts dz0 tftjH] dj ds d
Ols ddetsL ddzMmilso slsts tsHdIsj dzd. [ ule®Ocad dzj «
j o, totseadjsly ddpCdf®@ Cwodalstetsdz  fi M jotsj d3d dz
d, Moi L Oded Mi M LONdIsOLO ftod Mmi oW dts
(oot j2MCdwlis fi stBHBR GO AE] @ fyde Witcdztslisls
i 090 MOBstej czdzOYydwisO d Mmi o Bjillsd®IsEH tc,

OO BjLtf OMtpp®Mmisdutcf Otclf tz8 tetf izsts f | T
oudyd d MmtsydOodzded &Btej ) dOIs Cftp Jis®L gh-tsiB BHS®
O 20 ftojoOdadsdodedlsy BIteSCd Mejhk Cdejte
0 yYyomk Bwls dijets Mj dLeol heaO® tls di-j yo d
O HO Mj OBl s st d ftesBdi &BJid HO
j yolsoO Hdzjfm, LO HO dagj fj Gtejoi tedzOls o 't
sdzdlsdSdlsiy dO ftOodlsj dimlse j des ded o ts dlstcw B 8 C
sts dz0 MdekztedsMislsO dz0 dBzOH I o jdgQlds j te dz
sfisded dzOyd sdzOdzdzd M@ OB §HGHO L ©® ) das-k te dzfs )
dqv) , Httked L Od&ZzOEOL dO dJdhisdszydwiso do
cOted™” d 1tdhO) ddzd MO i LHOHjdd WMy Jjyd Ol
90dzj ss dzZO@ dBEZOHJIs] o ddzgls] tedzjtdsi HJO, )i disitabfHddis
seddzdzdlsjy tfjttObtsted d ddzsjtedzjls HisMisOe ydydl
I ®ozset jotetsf j2MSd Eydddh 0 ftscttOBOkO L
i sBteOL jdz2O M ol LtcOMISISO dzO Ekyj ddydlsj. 1ie
Westtlzdd, ¢tsfeojlsjdd d&O JisdpddBde tB@ﬁ]QUBGOTSJISISiJStSdl f
HOHOI Moetsjlsts ddegj dedd, Is. j. dzO Iswia fj dzj H (
[ Z0HdI] R BEKO, zmu;hue f toj dsd dzO dzd BBEQ;%dW
Yol L O tOBBlsO Mi i Metsd ot Misddjydd of tfdtdsssh do.

[otesf j2MC OO MisteOlsjedw L O ddzsjtedzj de-Mdc lzt
dzils MdcektedesMislsO dzO dzd o s d3j M idfcded@® o afdsq figlsn Isch O
Mj fdkOocO0 fddydfils &0 ftsHl dydlj ddskts
f stcOHdls Bl ) Hdes dztse d ydzd ftetsd3j dad, d3j stsHdlIlsj L C

Il 1] &ze Otedw oMmj ®hj dagj M hjMmMlseakzea O MscOIs]
tdMCtsojlsj LO Mdcktdshnss0 &0 EEZOHJl] A0
MO tOL ftejH]jdzjdad o3 Hd Cai@L, dzddztsdzdls tsHoi Ge »j © otsdzd] S5
CO HO M] KOLB IO s tstedzsMmisls O.

14S0 dzgj LOBGOOWMHRI, U BMdso OISO o gBteB OlsC
Ld, Mol teLOded M ddesjtedzjls, J ftjojdydwlo.

1 s HOdzdzgd dz2O0 | OydtsdzgOdzdzdv MlsOIsdmMisduyd MSd d
GOy HOdzed dzO 91 LteOMmls BiyHEZ 16 d 24 dcdsHJdzd
BOoaddz €1 d&g sOLd yYydWwtwcO® HJjyolsoO fH 16 c¢BHJdd,

o=
I&E

dzfn ey
dzj e s9 O
HisMIs O
Ad Misls
G tsdzv o3
hOls
HJ
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O]
[
[
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dzd
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Isd
yw dz
Is O dz
(vds
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COS s MisOdzO W ) dktis ) dz@zOY te3OMOZF SO off ff tesMmdIsj dzO
ddzls j todzj Is Mif & oSO L JteOdz0 s [ ddzd Mis | Wdls o BIs s
ROydesdddlsj kjodsdsecdd d M sBhM j dajivtsoj dztf IsL @
(ot j2MCOISO CsBdMdwy s diBicj OISO European
fs5¢0L0o0, yj Bl dZcOwMC JBIzj BoHEES ZPBHzdad HOY B
2O MoWIsO BddzO2dz BjL s OMmdetsfls.

Il 1] &ze Otedw C Ol ywdzs ftetspdzj BBdlsj, fyel oL Od
yd dzv 9 Ols. 1 Os9a © cewsoatsted d WOCIKI Is, ud 9o 1
LOdd 300 O M) fsdzdsdSHbP &O KBJ Ee Jd ek isdaEMlys O
tOL OB SIsj 20O MlsteOlsjedw L O ¢dsj tr;fr]chIzteﬂztsfr]Is a
90 Md fomMsOoawls dzj 2deslsts §ted j BO COlbts ftodtst

JIsH jdzded dB3ddedMmisjtemlsa O d HltG)i(DE)dZ(f tsjs¢ Odzd
oajdzydy dOotcdMéHGohslEPdzdtsists { tots s us@dshdpdOts j Ldats
2O tj OdzdL OydwilsO dz© M SClsstededlsy G sdzdlssd, L
2O odLdw. sOCkt ttjHdyO jotetsf j2MCd HI te) Obc
ZOYydtsdzOdzj dz St Odz ol sdEEAPEE®G,0 WO €15 B @ Mafdzj H C
ol ftetsd, dzaj sBaBHJMBS J tsfr]JatQstjdz,Waodz,J zO0 L
CodeCtejsdzd ftOSCIsdyud mMScd Mmlsi §¢ cf 9 lsOLd dzOMBsE (

sOts BB jds VYL odd@O ctlzf O COCoOlBs MO d
90 HO ddiDIe tejsHhd de stieszy H fted d WBtsdz,cfté)Oszz.JslﬁstSLO
20 BjteSdlsjy, C¢tdlsts BZOHJI] Istew B o & OHNAzstis] Y
ddzls j tedzj Is. {bHjdzddlsj dddydOoldsd de@® yidftc o
fsdzj L dzad, dzts Mmd ¢ I tedzts fjlslds Ols twlzOB od@zOHQ Isfjj ot tefjdalsi jt
Hi 6 0o dz0 fsdzdlsds O, O Isi 2 COlsts dEzOr P B9 P
i J fdzjLrds d LO yvasks tBh jMlse .

RLOBHC:

1. 10 fj fwjnfted] i3OI H jsOnendjv ©10 teBdasy j Hig
OB IO o (Jdsj tgdajffs.L HIOBPdzj Ists dzO0 Ckdzlskztc® L O
EHOYdets Bd Bddzs HO fj oCdzs yoOl o Ekyddzdh datsls
M SBtOL jdd ) ol LeOMSISO d2® buj dedydlsy .

2. 10 fMj ftedjdj 10YdtdOdz0 MOl ddw L O
B3O dzd § eBidajjvw tHSH j dzj dets dzO BEZOH-dBHIsE B P ®F 56
sls CHdHEso j .

3. 160 M w©OBtld M tsHdlsjddlsj f yjd HO f
fsdzL 9 Odzj Ists dzO@ ddelsjtedzj s tsls d3dzOHdlsy rtsteO, ¢
s L d ol f tdddnjddzfi@a] tdsteij ' d o Eyddzdh j. _

4. 1 iBAatHd®BRO | CttsttHddzOydw d&jiyHE dii t6y Ot
Mlseo jdzdw MjCltste d OCOHJjBdudedlsj Mmtej HidlzjlsO ¢ to
d LO fsHfB®ROGCOdz d20 BEOHdL] SO HO Mmj MYt
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2.1 ) Qo dzO SBdMdw 5 MdcecktedasMmisls Ojfde® j d dzW |
ZO tifeBdzdC O 1 ZeOtedwY o B EZOMIISO Q@ L Of dIs(

udcektedetsmis dzO d3dzkitp:Mskig.teasherdgthitmi/atudijulihitm
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5. European Internet Security Strategy, European Union, April 2013.
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SOFTWARE REQUIREMENTS FOR AUTOMATED ARTILLERY
FIRE CONTROL SYSTEM

Dilyan K. Markov

Abstract This reportintroduces software requirements for automated artillery fire control
system for taking part of artillery units in Combined Joint Tasks Force operations. It
indicates general requirements for software for planning and deersigking process in the
preparing of fire, targeting and fire control.

Keywords' computer software, automated fire control system, artillery units, fire support.

1. 1i 9jHjdsd

I fescttOBO0 L O ©OLoadlsdj dO tslseteOddlsj dzdzd
2O t jfkBdzd €O 11 e Otedw 2020 fmj foMysO, YJ
hoO M yjdz sftcjHjdzvdej, dqLGCLOYHOdz] d ®wOLodIs
e dsfisds suaPBdigjs L O kwa ytse jhSd, Wid-dOdms
ztemd d kmdkEcd. | ZOddtOdjlsts d tj OddL 0 dzj !
fsHHEE) €O d0 dOydsdOddd lsBteOdzdlsj dzdzd MY s
fiesyjMdlsj &O s tcOdd ks dzdgts IsusO L fodgCodc]j tdsmizj dz@® o)
s detsmisd dz0 [, M dLYdLoOdj d&O o L By datsfy
ftod SflsdBOdjd LOLAtH &0 tjhmiztthd d M ©LOLEO
ftosetcOdRBi dz B HYydls. [11].

(sBtcOddlsj dedzd 5] MY MG edasd)isifO dd ¢ tstsdz fj lsizd t
ddzj Bjdelsd: HBsCltedded d Ctsdzyj fydd; stedPdzdL Oy
Odzdzd MtejHMlso O; CROBHOOdzy d EZftOe dzj@ad,j; d
sdo O fi odsjMisddssmls. wi oCbydshmsso 6ls ofdy
dddzd udj sts dzO tsiss tecOdzd lgjjtdrdadtdsijd dfigftisty f) tsslf dptigdsdd. o dz
kg, Stdbkt ktw"BoO® HO f(sflsdcdOls W seddtess Odzo
Htel €O MO Mfsmtsedshmisdls], dzj sBasHdBd L O Ef

L OHOYd W o deslsts | L s o steffts IBglzadzlsy dzOMEsC
kjLd Mishoedshisd @O Ysttddtss OdkdWis0 L O ¢ d
-fsoedh OoOdzaj dzO BcEdzj 9 OO dish dzO dGZOdzi o toj da
-fsodh Qo 0Odzej COydfmboetlsts d yJ dzlstcOdzdfn-d tcOdzj
Cdlsd W tstedfditeds oOiged™j Miseo W o Odzi dz0 Otelsddzj ted 2 ME C
-fsodh Oa0Odzgj SOyYjMmMbsoatslsts dzO0 CtsdzOdzH 9 Odzj Ists
Wstedsd tetso Odzd v ;
-fseodh Oo0Odzgy dzdotslsts dzO f sSHEBBSC OISO dzO O
-f sHBBKGW O Odzy dzO S d@3zdzd C OYdMIs© d3d Y HiEz W sSte

RLIJMC o OdzedWIsO L O ttOydtsdzOdzdL Oydw, flls OdzH Ot
i oz MisdedIsj bkMddzdwy L O ftoj sHiSdY o Odsj dzO dzO
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i o Misdzedw CtsdzjSlsdojdz fslsjdzaydOdz. [ WJSlkdodz
fi o dg) Misded HJjQaEBYNEYISO ChsgHlstlzH dzd U flso st  d
oLOdBSHj2Msoadj d BBjHJd"e Odzj sts O  kdd dzd v Is
h Op Odzj st dzO0 BEB2ZOKO j% jClsdo desfls d B2 dedw

o oW sdzsmiss® L O f sz yOo Odzif W bz dzfips o | ey ls ez0 Y df
D]y HOd &0 BfjtOyddls. uvcs0O HGOLOEO ftojHYts
BjteCd LO 9l 9jqHOd dO JjHdzdzd HiWddzduydd d
Hi2fMso ON dlsj HBSIkteddd d kjmddSd, LOSKISd
fls Odzn Ods lsqL ezl © OO 20 OolstsBOdL JeOdzd Mdfls
Otelsd dzj bW s O.

22 RLYBdZLOOdzj RO OoltsdBOIdL JteOdzd MmdMmis-j &3 L
sddzj edvIsO o 11 dz6e OteMC OO OtedzdwW

RLYBdZL 9 O0dzj Iss 20 OolssdiOIsdL dieOded fdfiglsj disd L
wisO@ 9 BB SOV O 1989 E., CEObts M dLel ts
Oolss®@BOLdL deOdz0 fdflsj BO L O bkftcOo dzj dedui- dz® 5
{o1r) ArRMStLOO.

[sydko2¢d dzgj2dedlsy dei HsfisOIi yd d odz HicW 9
ZzOMml ftjL d@V@cdL fiddd@dgdw dz0 oswuv o1 Al kzdzSO
ol 8 jHjdO dzO o tstei ¥ jidsdj } ResWRfG CAslvisdeC Gdse d h d
Bts2dzdlsjy o L disydetsMmisd dzO HJodL dsded sy L O dzj 't

[Is 2004¢. 11 dzeOtedw | tOoidapl dzdls j dzi didzd dedz@zC
ZOydd o wjojtdsOdzOdzsdyj mMédw §0O0Cl d&dsecOls H
MO EMlsOdetse jded wWided tWOLYBsSiHBd, OO (
COOdlsdtcOh d btsydslsts ttOLBJteOdzi d ¢ dZOHSC It f

O dOzd L s HalL 8 OzZOIsO o Bsd3j dzZsO o whkzrhtsfi Isd
MdMmlsj B0 d ol d3sy dzsMisdlsy dzO0 Otelsddzj ed2MSdlsy
Bdes e 5dz0Oyd sdzOdzded i o9 d3j Misded HJ2Msodwy ¢ OL 9!
sfi hjMlsewe Odzj 2O 56 dzj odd Istts HiH tiots dj O o dRAZ] WO C
ftesyjrHbkztedlsy LO tsedzj 90 fBHHEK 3C0O0. utysizjtcdz
i Bl HifMibddikdj. us?2 Mj dLisdkteO MOkt
fsHHtel ¥C O scteOdzd Yoo 0 Hi2MmMlseadvIsO Isdsdz, &z te d
dzi sBrasHdBdIs] MfsMmtsedtsmisd L O jWjClsdedes ff st
scdzj 90O fsHHtel ¥CO. [6].

10 HO fj MfwOed M fteiHdLodCOLj dzilsaOO { t
sded sfjteOydd omMwit Obddjttd2mMit Wstdidteso O
W0 MdMmisj BO L O EftwOodjddj 0O tci dvi{dpuv )
dzd ¢ Oy doftedédade B3Oy tsdzded Mdlsj &3 o OolstsdkOIsdL d teOd
sgi dzv o MbteOdzdlsy ydzjdeSd dzO 1 ouvf. uviso O s
i otej Bj dedzts 1 tots G tp O cfdztshi to figsf dniste/ O dite j Hfils o © L
ddz¥ ste 3O 4 s detz® 3 € O.

1 OfMlsswh dwls HBCd&ZOH fMsys O MOBs dL dMmS e Od
Oolsts®@BOLL JteOdO MdMmisj O L O kftcOodzj dedj O G

<l
Is
s
q
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LdMS o Odzdw Ci 8 f totsc tc @dgdats BOT q & Bt GROdZjOJ L
ftOo dzj dedj 2@ ©GI dgv 2O Otelsddzj ted2 MS dlsg
ZjHMmsodj @O Sfdlso sk JLiuodklcGkRjds® d&d
COO Ottdhdw, OdzOdzdL O dzO ¢uuv [ o Mmis-teOdedls
dz0O 0o Istsd30Is d Liipptg Asdmbls jdz fryigfo QB3 dd o0 | Lcdsts ) dats T
O JHBO ¢vuv] LO dEyxHdlj dO MmMkzatstii lsdedls,
HOI ftejHjdjdd dLdMSoOddwisO Ci @ ftots
j000 jHAO duuv [, Htod EyOHBdziw dz0O -Btzs d &
dedzd ) o s Misded Y jwOydd. [1, 2, 15, 2
hd dLdmS¢ e Oded v :
dLitsdzLeoO L O t©OL ddydd 2 j ictOmLR W jusizd
OlsOtjvw, HJodL dtsds, jodzj d3j dzls dzO 56 dzaj
e Odzjf O tdd cydEj> Q@ BtedEOHO d vyj dalsi ts
dz ¢ iR tsdaj dzls .
deokztewo O ol LBy dsMls L O tBdij d d&O (-
EftcOQodzj dedj deO tcGi dgv o 1ouvf d dc
Yydzs HO (SdzEQOBE dddOu 6 tcmis @ dzn
ddzdisj, M cdzOfMmdets 2j tOtendydeslsts ¢
JHd, Hqthleq’aq i seh jdedv d d dat
O LO BGdzj 90 fSHHEEI 4 C 0y O dd §us@z o
(kjSMmlstsoe, GteOW dyj dz d dzqd Qtsd3dez<
otsHjdzj dzO Bts2dzdlsy Hi2flsadw.
we O ttOBISO g ofmMdySd Otslsob{dz;tsd?
O -1o2ff ¥ T P 10 137, 8&%% gme 56 tOded UJ
Blos?, Wottddese Oddw, 2 jtOtendydss dzd ot
- uséd Jdzj d3j delsd dz©0 Mmdmilsj B3OSO IstewB9o O HO
f) dzlz O 1 dzdes ddzd yOMmMlsdydes ©lsCi Moddai s
00O, Mmdipkgaz@sO®O BI H] o M Misswddj Oo-IssdiOls
dzsfls, C€Olts LOfdhj desodlsj HOdzdzd ©Is o ¢ dz¥ yJ da
2O oafMdyséd © LOHOHj OO CsdideizteOydw.
-r 0 tmMdekzteweo O ol L3y dzsMmls L O dzj ftej &1 MdzO
tOL " dtedf oD Mis dzOdzd L d e Odzj MY tStag  Yuig)istenjlssoddids]] drrfd
-l MizEy02 RO OolstsdkOIsduydsts dL il dzdzj dedj dzO
sls dzj sBRtsHddBdIs] HOdzdzd, ftosetcORBOISO Istew B9 O
CodeStojlsdes dMCOdzgj LO 9 8 jYHOd] dO dzdf e OF d
1O dai ol LfteifvwisMso® tOBBKOLO dO fdMmisj d
ftcdro O Odzi d LOGdzEh Q9 0Odzj. utsea 0O dL dMmS e Odzj
Embtes2mlse O, Ctdkt hj ftjHsMsOawls IstBdhl e
so® IstwBo O HO O cdddigotcdilsy GwzaufHdy i3 ¥ B RO OlS.
-1 0 ket Otew dZ20 dLdMCoOdedWIsO L O Jaa tste 3O
hdlsO dO ddaf stedsOydw IstewBoO® HO BIi Hj MOBHtejH
ydw. 10O tOLtjh OO HBMII O MOBRs Juiad &HEYO tcjy
dzts o L dzsy j d2O L OHOYO dzOdzOc Ol sOCi 9 HBMII .
-1 0 sfMdekttwo O Jd stedsOydwilsO, Ctwistn-ifj Mmi
cOdz2" 90 d Eddhsy000 HO Mmj dLol tthoO f§&d EkMmd
YdteOdzOls 0 ddg sted3Oydw dO ffsted @O dsEakzplHts j BOL &
ajbmisady M fwjHoadHjdedlsj odHBsaj L OhJdaO, Ml
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ydw, OCt fesctO®Rdslsts tshdektewe Odzy BI Hj § dzO
dcktedetsmls. [ 7, 10].

-1 O &ty d M LHO9 O, tBtcOBEIHo @) Bl t§ fdagf 8 FO &
NATO STANAG 2434 Compendium of Allied Land Forces MessdagAPP-9. [9, 18].

-1 O dBO 9 L sy detsfls HO dJLtsBEEOLWO O, 5 Ml
Symbology, APF6 ( C) 5 tjh jdedj dzO 6§ jtcOBKLO:

TBts2dzdv tojH dz0 Mt Mishls patfdsy Otelsddzj ted?2 MS

fyidzdlsj LO fstcOLWo Odzj ;

fudWtese dBsHjdz dzO Bts2dzdlsy Hj2Msod®- i d3d
SO fsHHtl 3¢ 0O;

TsOCIsdud M sEzPyd ssydeslsts &3 Missf sdzsy j dzd
Bs2dedw tejH, COCIts d HO fj tBdksowo Ol Oolsts
Jfzd3j delsdlsy . [21].

-1 0O Bletso Ot dO dLdMCoOddWIisO L O BjLG{ Of
ots2MCd ddzd etsHjdzj 2O i dz 8 Ltsded L OB 0Odzj dz
dzgj dz20 ts¢i dz, COlts OQoltsdiOdydes dL fteOhjG { tej H
hOo 0O otEdidiz azOlsjL d Ltsdzd 5 LOHOHjdz SBH BIs

-bolssBOIdydes HO f sz y©oe O, ®BKCOBSlIss O, MMl
OB tsIsdzd MlsOdzydd, stei 3 j2dzd MdMmlsi 8d d tOL 2L

-dolssBOIsSdyYydes HO ftotsd3i dzv dzOMistets 2& dfisezi fd
StetsdzdzOIs O S Otelsd dzO dz0 B2 deslsts § sdzj , oY 59 j +
VstekOydwilsO, {ftojHdOLdEOYJdad L O jdj kjdsdlsj d
YOlsj dzv . vt O L dzOYyOoe O, Ui MmdfMmlksj 30O dO d
dzv S tsdz€ 5 § Odap daR0 L OO dided] .dztsu OC O O MdlskzOdgdw B d
HOtelsdedIsjy jdzj a3j dzelsd MO j dzd 3 ded e Odzad, L Oc dzlzh j
ftodud dzd .

o

CoOdedwy Htod § zOdedteOdffei d oL J BOdzj dzO
LY dzdg" 9 O tetsdzwv IsO dz0 Qo lstsdi3OIsdL qtsOdz d
Ly dBOded d2O tjh jdedj, Ctilts ftoj Hf sdzOG O
Mo wdzy dO dL ydmdzj dedw, dzj sBrtsHEezsd L O
stesd @O Otkddjted2MSdy i d, SOCkts
i B OdfH Atglod dp dzd v 5 MistcOdz® dzO ¢ kO dzH ( te
secotstedetsfls L O oL jiIsdlj tejhjdedw. [15].
sMdecktewo O dzO OoltsBOIdL JteOdzOIs Otsd fMls §
tr.;OBtSlsO BJL HO |jJ dsBratsHddBs HO Mmj
wiigicj HiMoslsts L O fstcOLWoOdgy dgO yj dzlsO
Mdektewo O § &zZOdzd tcOdzj dzO B2 dzgslsts o dzts
Mdekztew o O Cdf dzj $ fdets § ZOGJtcOdzj @O fs
Odzj dzadj dzO i dzdz©O B2 dzO HEBC k3§ delsOydw
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J

Is

© O e
& - o] —. 0o
O=- OIS =+ Q- OF NI
SFFopr
‘g@

T =
ORI 2 R I

s

5}

te

i @z wz®dzj d "j Bi Hj dzO tOL § sdztsy j dad §
OdzH d .5 O. v 0 MO HBSCEZMB] diIsd, dzj tsBrtsH
qgw dz0 ©OoL ujls, 9L 9MBH, BOIlsOtj W, HdoadL
sdz, yYd dzlsi to cQE] CotOEsOH difdisfHteiQaizjy SO dzO B t6 ¢
fsHHtl YCO dO0 Mkzitffi lsjde S tsdzj dals. |
ftocjHtsMisOod HtsMisi f Hts HBCEA] dalsdi- d d de
dMmlsj BOSO L O tStecOdzdL qteOdzj dzO oL O BB H
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- 10 dudmSe O toj ¢ dMmistsd tc @dzjdzOdz@ S tOskg | & Os jfd y
HSCzd3j dzls. wdMmilsj B3OSO IstewB9o®d O HO s dzded Ools
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Abstract: The studyattempts to present a summary analysis and a histepisgthological
review of the prostitution as a problem. The prudential nature of the analyzed and
investigated scientific andther sources gives grounds to consider different hypotheses
about the impact of these processes and phenomena on the national security system.
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kdlsy, Hj2fboOhd d&O bjtedbtstedwlsO dO wkyHd H
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90, Yj ©® o jyjlts Mazzyod ftshmisdszydvkso L
A jdzd tseddzdo. R Ists9il gjH jjdafds jidjds o9l dptsdsty yisoztRf IsCc
sj dzdegBdfisC d HBRSHGWEe Oy  § &EOISO o Misi § detsfy
Ci s dquetlisff@®smisdlskzydwy. 1 OtcOdzj dzdets ) IstHe-O 4 tej
Hi )Y Ols BtSGOLO 9l Istejh dzO B Y O tls fesMisdlskzls
1d J @0 djseisHd®Bskts ©Oeddhj d toj OCydwl
4 dZOB OO B OddL Oydw &0 fesksdo @Rl P&isds
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[otes O, g2, HOYJd S¢1 . 1 ttjLEzdzlsOls dzO© Istse
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I s8fdlsO0 LO BWMmdsy dzdj dzO IsjLd o3 3¢ dO-dzOG dzC
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NdoasslsO d MmMd3 tlsls O, ZOBzdtcO® dLOL o BdOdzso Oy
Mdo dzOlO jdzgjtcedw d otHd Ht fi L HOo OM@E| O i
dz0] Mink Odzdzed ¥ wESYBIS] JZBOL 20 dzj CSo®IOB 5 td d
B Mise j Z0O MddkO d o kOMls SOt JLEOL d&O ¢t
st OdzO®, "Bt OO MY jSzdaoydw" ddzd ﬁﬁtd36d3dz
so j dzsils, MIsOCo® fotg @djif™ o @a2j IsdsoL OH SS9 Sy 9 O
COO dzj i dzdesyj dedetsfyls o SCbdzskztedzdlsj BsH j dzd [:
1 i stedds W OSIs, i i Isfmlse O dhsstediyd MC sls
himMsokzo OdzgjIss dz©@ jHdzs Wodzjded Csjbts o 0
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fMlstej BjyO €I &5 fOCOLdlqLi &3, SOkt Mmj dLlsi Co0O
CkzOMmd 5 LOCdz dz ZOYddz BSE Ol HO j ¢ ffassOls d t
o B didzsdEQMmd &zdzd yd, BJjL HO | dzjsBratHJEES HO
¢Cd, m Ctsjibs Mj tBwmdveO d dzjL dzOydlsj azdzdwls
90l 9o IsjLd CObjestedd. 1 bkLd HER dO tOL i
MsydOdzddls] dzj 820L § b i s jc@dEPdls | stz B FOOEOIs
otetsH j dzO H(

MisLdydy fj dLisi CoOl ksdiss O Od
©OMse OO & dcYijigaRs &BHGEOY sdL t&Ld Y. dzOydmnlss o
| Blecottt O OdOdkdL dtOdzOls G Aisjin Cizjdgdj dszOid
N &Oddjbts fMd HO thsOdOl o jtdd @O ssji-jMse |
ffdw, CObt jHMBGO Scsddd ykzemlse jdshls, ¢ Okt
I fejCd ksoO OCdoa0O oi Ledjndg ujMmissjfmssns]
fipteL Odzd M) ol eHjdzdjlbts LO otesHj dd" RjOLOSIS]
dzdlsj dzO doffilfd e z®ddzz MCdY YsHrtH Md MO
kW | fsHES W MO sesgqOdgied o ddw ddw -] sls
okt fodvisdj, MEEdRgOCEH Y] ROLOC K |t dzO 1 sl

feslsjmsi. vseO® | fodvksdj, ROwOCkjtdLLOht
fMdRdso. | shhkssOlO &z | LOdjc¢dods yke fmiss
fStesHj das Gls CsdhsOkdicOdy "GO odsjds@nialdeddess jd Isfj |
©tOLodldjlsts dzO0 ddndedHO. | LOsdmdEshls s |
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Isi tefd dzaj @20 i .H shisfdzzyodlsj &0 ddfmno oo tt
LOBj Misjd s Azdzduyjdz Ooalsstedlsjlsii. uvtso0O ftojH
B NECO Mddz0 d BweMmbeats s MsydOdzdOlsO yj dnt o
I fkzyow, StcObts fj Mstkfo OfS sRtEsEdsyY S F
sted Ot dedh jsOO, dIMSOO CkdskwO d |
OO tsdY, 5 ROBJLEO o ftoj CtwOys Odzj dz
5 9 ROLOCIs] todzdisED 2 Wi daEo sistse to b Hoysls j dgls |
nd zO0 Ko ity o 2OKE® Motsw dJLEODHD kG
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f ts dzts wdotsls, dd&d SdyfsOCkdodsts fdsets yj ko
Izdsgdzq"” d dzj 5900 dzgj ol L d3tsy desfyls) ytedjL dL s
sBhizo OME§ts tcOdzj , Wddtlskzo Odzj, tojodatsiyls, §tej

ltsddzydyfdlsj de©@ ol Lfdboddjlts, S(sdbts fj &
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OdzOdzdL d My MBSO, yd Iy dzg MO otetsHjded, ©O
sMdses © dz0 tlsted yOlsj dzdzdlsi MmMsydOdzdzed d &HHF L dls
sots LO BOdsyY,j ddztsfyls, Cjlts fOYHO Octj Md!
OdEsdzdL & s, ftojMmisi §dshss0, ftshsdszydwiso
fhdasdsedui MSdwls fsHAtSH dd HOO O ol L By datsh
ZO0 MmMkejClkdodss ykefmlsets LO ftojol LAasHMBBOS dd
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Hdlsj d&zlmSd Ooelststedlsy Is. v oL d Citstedints OBPR) G tzd LsdBdals
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sj dsttdd, S(Bjlt SBYhdYe O M dtddzs iy §Odzse | o
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Mi CMEOdzdtsmils, tejHjdvh d xddhe¢dy "O0LPLIs]ts
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MOodtsyjd 1 bjLd dOddd W@ daf®s pdrrzfd3 1 oo tsts)
dzj sBAtSH] BsMislsO tls L Of dzo Odzj 2@ ftetsHECIsd o dat

87



I dLMdizjHo Odzdw O fj OBfMtsdt Isd OF 6P tethivwe dztiyfls
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ofMWCO ftojHMmisOadlsj &Z¢0 dzO § 5O o tc@b jizg Yl
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HOMBO,-MEOHE Y% Stek0 daf sils 8 §ZH0 d MPT j dz2 dz0 ¢ o ¢
fesmisdlszydy. o Istso O dipts lsus Wizt XOflciddly ¢ ¢mmq@m
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hifMsets, ftsiisOs ddzts dih HLdGs | jdzD LA by Oas-dzwdols® dis

ddzd ¥ OdzdujimMSdw Ckdzls MO tslsCdzs yo Ohs Y OCIsts
Mlse j dzsislsO dzO ¥y j dzMCslsts 3 j &zOdzedj, MMl 9 OHO
dZso O dz20 Y PG OO CMHKC fiwsMisdlszdteOdzy . 1 oS
djdsj dLel dz ftej Cdw Mmd Mmddfml dz, ¢OH OYj s
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Miej HMisoatsds Stsjlsts Mj kHigp ez lsle ditcts p OO 9XQjdezQ dz
Ofls.
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COMPUTER SIMULATION OF TCP SYN ATTACKS
Ivaylo D. Nikolov, Pencho K. Penchev
5300, Gabrovp4 H. Dimitar, Technical university of Gabrovo

Abstract: Information security include protection of information resources belonging to
any type of network without concerning its purpose, topology or way of implementation.
Following this point of view, the theoretical study, analysis and research of information s
curity therefore should beonsidered out from the general to the particular and speagfic a
plication to any information resource.

Keywords:information security, education, high education,
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Bl Ggmzec®dgdL Oyddls). RN StBOYdEddoso fdde
dde¥ stedzsOydsdededIsj toj Mktefmd oi o oeMmjCd odH e
ftoj HdzOL O dzd j , st stz Oy qzd RO Hdpd &PC d ¢
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%O 0kOCd ks kdfO AtlkSOL &O tBhdkzye Odaj fi.

10 t©jOddL dteOdzj dz0 f sMisOoly EOBQR] yj &z MO tojh

-dLBtste dz0 M BzdzOydsdzdz0 Miej HO L O tj OdzdL d te

-l L HOo Odzj dzO0 Md Bz &ZOy i@z fEsiply Qxzt o @)Y ;J ©

-Md Bz dzd teOdzj dzO OlOCd Bl IsdfO AslsSOL d&zO s

1. RLBSGEK dz0 fMddBzdzOydsdzdz© Mtej H O

gl hifMmseko Ol tjHJYO |j-BY @@L &G tigtse ®O e
LO MddBkzddcOdsj @ Bigidadus) IAEO WGtz yOo Odzj Ists  dz0

f AtlsCOL dz20 tBfMdzzy 9 0Odzj 6 L O vyJ dzdisq tc HAOS d dat
ttOL  totsfls tc Gejsdedols j V IREL Cisco Packet Tracer
lduddedlsy LO dLBtste dgO GNS3 L O McjHO L O Mmddsk

90



GNS3 L oftd o0 jc@k dafm@ap Btcj y 5o iz Miststs
des BOteh tokzlsdL Olststed dz® Ci sco, Mi kroti k, Jurg
i dzjdzg Hisflsi § Hts ofMdusSd WikdS ydtdoddshnlsd d&o
Tracer d&OfteddBite csdzv BO YOl s W¥Wkdtyddlsj f

il L sy desfilsls® L O jdBzdzdteOdei dz0 LkfMilstets? Ml
fsLotsdz"9 0O dqLEwOYHOd d Mmd Bk ddteOdzj zO Rils
gL Sdzs ydlsj czdets ctsdzv di3ts ftedBdzdy jdedj M tew s W kzc

GNS3 fsLoBd 90 of ds\jo Qg da0 {fi) flaitsdzGinja]dzS
o delszOdzdzd BON ddzad M tOL dzd ydzad i jteOydsdeded A
Hisflsi fdad 65 otej B O MdBzdOYdwisO. 1 tedyd dC
Virtual Box, Virtual PC d fmW¥ikkjttddls@®- ftcsH
YydtsdzdzOls 0 f sMsOdzsoa €O Bsyj HO BIi HY SCStdW¥delbkt
EmMstes?2Mlso ©O, tMdekztewo Odzj dzO HBMisi § HB Rdzlsjt

GNS3] MmMW¥bkzjtejd ftesHikCls f BdsenthaJidz € sH
Cisco VIRL d Httkzced, o8 OzBtcfsiso® ke i P e @ dzdfls
dsflsd ¢t fwwOod HwjHfsydlsod §ted Mddskdzd tcOdad
digszj Ho Odzj dz2O0 kswOW S O;

1T L Bhmdtses® dO sfdmOddlsy ftiHddBMise @-L O dL
dzsfls tsls Gdzj HAZO IstsYS O dzO KlgLdGLs IsdzAs dis(Bsfy dz2DylsoGFE
ttOdz0 Mmd di3kz dzO y d s dzdzCGNBBEGrapi@calp@vork Sinul&E3). dz0

11 JfdmOodzedj dzO Biej GNSB dvw Md BBz ZO 56 O

GNS3 (GraphicalNetwork Simulator3 ) j ctwOW¥W dud dz fMd Bz zO0 st
Bteid f Shottejd CSHOYEB2HE st Y sy p dedzy ox@O j R oz
desfls BN d.ftsHHI ey O ©OBISO Mmi i YMMals kz O dzdzd
VirtualBox d Virtual PC, Cilkbts foLotdveo O dLftsdzL 9 Odzj d
fffinlsd &3d o7 o o dtclsz©dzdlBNSE OffsB 1f 1§ IOtdzy ® OFisHQBR Pd v
g 8 o9dtlskzOdzdz0 MmMBynagenGBHHHMEy Od3sMe j dz BZOh
&Z@i sco, das Mi Wuot ipler CHGANSKBP g itmtdziid MHstOz dasdn.d ¢
sCtsdzs 1000 §OSjlsd o MjSkdHO i 9 odilskOdd
sMdcktew o O HI® Y iHkst BB § o M O GNEBzZ] M e
BsEdZO HO LOj®B] BYMistslsts &O dhisddmSd tklsjts,
o] OdzdzO Btej ¥ O, des Mj wWeowe O BJLVYJde dz QFdzMmistclz
ststedzd LEBNEso fWicOL tcOB ts5ls JetemifGrogsmanizdz® Ol tsts §f tod  dz
atslsts wOLadlsdj d EkMmi i tchDavdfiRisia RodzginLdm@isoie OB 5 is d
Aur®ien Levesque XdvierAlt. GNS3 dL i tsdzL 90 Mmdzi HdzdIlsj MW isk

91



@ GNS3 13,13 Setup =R

Choose Components ,
Choose which features of GNS3 1.3. 13 you want to install,

el

Check the components you want to install and unchedk the components you don't want to
install. Click Mext to continue.

Select components to install: Description
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Cpulimit
Space required: 222.9MB (_;NS3_ ... _I=
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| < Back |[ Mext = ]| Cancel |
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B OL O BVIDP Qg @/ireshark, Tcpdump Nmap Snort NTopd  H t.
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Manufacturer: FUJITSU

Model: PRIMERGY TX 120 S3p

CPU Cores: 4 CPU x 3.092 GHz

Processor Type: Intel (R) Xeon (R) CPU-E320 V2 @ 3.10 GHz
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